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What is TechNet WIKI?

The TechNet Wiki is a library of information about Microsoft technologies, written by the community for
the community. Whether you write code, manage servers, keep mission-critical sites up and running, or
just enjoy digging into details, we think you will be at home in the TechNet Wiki.

e This is a community site. For official documentation, see MSDN Library, TechNet Library or
contact Microsoft Support.

e The Wiki is focused on Microsoft technologies. The community will edit or remove topics that
get too far off track.

e We are inspired by Wikipedia.

e Anyone who joins can participate and contribute content.

How Can | Participate?

The simplest way to participate is to use the information in this Wiki. The community is providing how-
to guides, troubleshooting tips and techniques, practical usage scenarios, scripting pointers as well as
overview, conceptual and technology overview topics.

e Read the terms of use.

e Signin, upload an avatar and configure your profile.

e Review the Code of Conduct. It takes after the Ubuntu Code of Conduct and guides our
behavior.

e Visit Getting Started and What Makes a Great Article to get the basics.

e Find topics using search, the tag cloud or by visiting the article spotlight page.

e Create a topic. Contribute boldly, edit gently!

We welcome your feedback. Head over to the TechNet Wiki Discussion forum, connect with us on the
Wiki, or Tweet feedback using #TNWiki (and follow WikiNinjas).

Help us write the future.
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Our Lead - Ed Price

You can find below the interview with the one and only Mr. Wiki Ed Price:

First question... | think for a lot of the readers (including me), you are mister Wiki. You have been
there since, what | call, the First Light article
(http://social.technet.microsoft.com/wiki/contents/articles/695.wiki-about-technet-wiki-en-us.aspx),
and your activity levels are beyond-normal. Who is your Wiki “mr. Miyagi”? And outside of Wiki, who
is your example?

That’s interesting. What is the first article on TechNet Wiki? They’'re numbered you know. I'll hunt a
little... 275... 115... 114... That’s the lowest | can find for now.

Eric Battalio had the vision and the stubbornness to get this going. Tony Soper, Monica Rush, and Kim
Ditto-Ehlert were all vital to getting the wiki ball rolling. And now we have important contributors that
are both in Microsoft, like Tom Shinder, Nathaniel Scharer, Kurt Hudson, and Roger Doherty, and out of
Microsoft, like Fernando Veltem, Patris, Luciano Lima, Luigi Bruno, Richard Mueller, Thiago Luiz, you,
and Susan Bradley.

But if | was going to name one person who inspires me the most, my Mr. Miyagi, it would be the
shirtless man... Yuri Diogenes.

Outside of Wiki... I'm inspired by Benjamin Franklin. If he could write the wildly popular Silence Dogood
letters when he was 16, then is anything | write or edit all that impressive?

You’re a SQL Server Experience Program Manager at Microsoft. Why did you start working for
Microsoft and what does an Experience Program Manager do?

To be honest, | was starting a family, so | needed to think of working for a larger company. Microsoft
takes care of its employees, so | naturally looked here.

| started working here back in 2005, focusing on assistance design and content for Microsoft Surface,
our touch computer (we just announced a line of pretty sweet tablets). I've got five patents filed for
Surface (4 pending). | later worked on Hardware (mice, keyboards, webcams) where | got to redesign
our manual (working with our designer, Azy), removing the text and making it more of an IKEA or Lego
like instruction booklet (pictures and arrows). Then | moved to SQL to work in the content team. | had a
fun time of Wiki work, videos, redesigning Help layouts, and driving efforts to integrate more assistance
in the Ul.
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Then | moved over closer to our UX team to be an xPM.

Experience program managers (at least in our group) focus on end-to-end experience envisioning,
working with our Designers, Product Planners, and product PMs to help build out the experiences and
scenarios and help make sure the customer is at the center of it all (here’s an example of what focusing
on customers feels like in a design). We also do a lot cross-team collaboration building, communication,
and we sometimes own other Design-focused programs.

Personally, | own our personas program, I'm trying to help redefine and redesign the future of Help, I'm
working to put a stronger focus on our customers, and I’'m really driving toward some extreme team
collaboration. | also sometimes make fun

videos like this one | made with Ehren (that’s my voice as the stick figure).

Your TN Stats are insane: a total of 77,855 points, 1000s of forum replies, you’ve received more than
300 4 star ratings for your blog posts, 20,000+ Wiki activities... How do you fit this into your normal
working schedule/life?

| broke 80K points. Woot.

| use clones. A whole army of them. | dress them in white armor and give them blasters.

Some people play videogames. Community is my videogame. =/)

Hey you didn’t mention my achievement awards. | have the most of those in the whole world. I've got
17 gold ones.

How many gold medals
do you have?
http://technet.com/wiki

There’s one thing I've noticed about your TN Stats: no translations at all! If you had to learn a foreign
language to get this number up, which one would it be?

| actually translate Spanish articles for TechNet Wiki. | lead a team of folks who help me refine the
translations. Here’s one: Wiki: Acerca de TechNet Wiki (es-ES)

That other stat on the profiles (Translation Wiki) is for translating on MSDN/TechNet Library, using a
Translation Widget that’s similar to what we have on TechNet Wiki and blogs. So on TechNet Wiki, you
can translate an English article, and then similarly any edits you make go out to a moderator to double
check them. They call the Library version the Translation Wiki, which is a little confusing because we also
translate articles on TechNet Wiki, and then we have the Translation Widget with the same wiki-like
features on the Wiki and blogs. So there are three different types of “translation wiki”.
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| believe you are married and have kids too. If so, does Wiki mean anything to them or is this just a
“weird hobby” of daddy?

They’re too young to really know. But my one year old is involved. | sit her on my lap while | write or edit
sometimes. | put two stickers on my shirt, she takes them off and puts them on hers. Then | take them
off and put them somewhere else on my shirt or hers. We go on like that for hours. Days even.

For my wife, the interaction is more like, “Are you working?” “Sort of.” Then she gives me the look. | can
see it even when I’'m not looking at her. You can always see the look.

You often sign a blog post as “Ninja Ed”. Now, to find a proper definition, I’ve looked it up and a ninja
(or shinobi) was a mercenary in feudal Japan specializing in unorthodox warfare, including espionage,
assassination, and open combat. Should we be afraid of you?

Yes. Be afraid of my wiki editing skills. You know how they say the pen is mightier than the sword? Well
that was before they invented the keyboard.

I’m very fond of the Ninja stick figure, | think it’s hilarious. Where did this idea come from?

Eric Battalio, the grand master of TechNet Wiki. | think he’s a fan of stick figure online comic strips and
stick fighter animations... either way he likes the simplicity of it. He started out making a ninja stick
figure icon for the Twitter account. Then he made some stick figure images for stickers to promote
TechNet Wiki. Yuri followed with the Brazil Wiki Ninjas Twitter account and a ninja with the Brazil flag in
the corner. Other Brazil members also made stick figures. | brought the concept of the Wiki Ninjas name
and stick figures over to the blog.

| got the collection of ninja images from Eric, and | began adding to it, like the image above.

If it was possible to get a present from the TN Wiki community on your birthday, what would you like
to have?

A medallion that grants peace to everyone you hit it with. Or... A Wiki Ninja stick figure image of me...
tall, beard, glasses, and wearing a nametag that says “EDitor".

Any famous last words?

In the famous words of Winston Churchill, “Madam, you are ugly. In the morning, | shall be sober.”

In the famous words of Eleanor Roosevelt or someone else, “Great minds discuss ideas; average minds
discuss events; small minds discuss people.”

In the famous words of Benjamin Franklin, “Necessity never made a good bargain.”
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I’m a system administrator with over 10 years of
"on field" experiences. | got my MCP, MCTS:
Exchange 2007, Citrix Certified Administrator
XenApp, Citrix Certified Administrator XenDesktop,
CompTIA A+ Technician, HP Accredited Platform
Specialist (HP APS) and certified with Lenovo and
IBM.

I’m a helper on the TechNet forum under the
Windows Server category mostly (Got a MCC
badge in July 2013). I’'m member of the TechNet
Community Council and the TechNet
International Council. | blog on the wiki ninja's
MSDN blog (blogs.technet.com/b/WikiNinjas) and

on my personal blog (jabea.net).

After all those contributions, | enjoy my free time
with my wife and my three kids! :)

Valentin Lecerf
Belgium

Microsoft:
Community Contributor
2012| AWARD

Valentin Lecerf, I'm 23 years old. | Live in Brussels
(Belgium) and | work as a SharePoint Consultant at
Vision Consulting Group.

| started SharePoint 4 years ago with the 2007
release and now I’'m a SharePoint addict. | have
the expertise for SharePoint Administrator and
Developer, it permit me to have a global vision of
SharePoint Solution.

IT is my passion and | stay informed about new
technologies and not only on SharePoint ;)

For the SharePoint part, I’'m contributor on
TechNet forums. SharePoint Community,
Linkedin and Viadeo Groups and | work on
different project for SharePoint. I'm contributor on
different SharePoint projects on Codeplex.

My blog: http://vlecerf.be



http://blogs.technet.com/b/WikiNinjas
http://jabea.net/
http://vlecerf.be/

Benoit Jester
France

&g oty

B8 Microsoft

e
" |@> SharePoint

Hezequias Vasconcelos
Brazil

e

AR Microsoft

"* |@> SharePoint

My name is Benoit Jester, I'm 37 years old, | live in Paris
(France) and | work actually (since 3.5 years now) as a
SharePoint Expert for a multinational, in Paris “La Défense”.

| work on SharePoint since 2005, as expert/administrator
on the different versions of SharePoint (2007, 2010 and
2013). I'm a "young" father, but my little Marlon already
know how a keyboard works :)

My blog on SharePoint & Friends :
http://spasipe.wordpress.com,

Writing and translation of French articles on the TechNet
Wiki : http://social.technet.microsoft.com/wiki,
Participating in the TechNet forums dedicated to
SharePoint,

Creator of the tool "OWA Server Automatic Installer for
SharePoint 2013", published on the TechNet gallery :
http://gallery.technet.microsoft.com/OWA-Server-
Automatic-7a9d138b,

TechNet Profile :
http://social.technet.microsoft.com/profile/benoit%20jester

Hezequias Vasconcelos, 33, | live in Minas Gerais (Brazil), |
work as a SharePoint consultant in a multinational car trunk.

Recently named MTFC - Microsoft Technical French
Contributor. I'm a professional who works in the training
and consulting solutions for Microsoft since five years and a
half. My focus technologies are: Office, SharePoint, Project
Server and Project Professional. Experience and
accumulated knowledge in the area during that period. |
seek to constantly develop and improve my professional
skills. | am a Microsoft Partner since 2008, with official
certifications in these products. Recently, | was appointed
MTAC - Microsoft Technical Contributor by Audience
engagement with the technical community finish to July
2013. The great advantage in participating in this initiative is
to help people extract the maximum all the benefits that
Microsoft technologies can offer in their lives.

I’'m a taxpayer in the MSDN, TechNet and Microsoft
ANSWER (English, French and Portuguese community).
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Principal Author

Gokan, working for Vision Consulting Group is one of the
few people in Belgium to hold the prestigious Microsoft Most
valuable Professional Award and is one of the retired MCC
badge holder.

Microsoft’

) MV Most Valuable

Professional

Gokan has been involved in Microsoft Technologies (SharePoint) since 2009 and is a
Moderator on SharePoint Forums and an Evangelist on TechNet Wiki Ninjas Group.

Creator of the Microsoft Technical French -and Turkish Contributor Award,
he is now busy to set up a Turkish volunteer army for TechNet Wiki International
Council. Early in 2013 he got a reward by harmon.ie as being a French Influencer.

Gokan co-authored and wrote multiple eBooks all on TechNet and free to download.

Gokan is blogging on SharePoint since 2011 at http://gokanx.wordpress.com and
you can follow him on Twitter — @gokanozcifci.
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Windows's Installation

The Windows installation got simplified with the time as you will see. Let's review the minimum spec
together. Be aware in my document | will act as it's a new fresh install, not an upgrade.

You will need that to install a 2012R2's server at a minimum:

Processor : 1.4Ghz 64 bit Memory: 512 MB  Hard disk : 32G A Network Interface Card
(10/100/1000)

We will simply start with the install's media and we start the server.

Loading files...

We see the new loading image...




Choose the language that you want with the good keyboard layout and currency and hit Next.

i

Windows Setup E =] @

o= Windows Server2012 R2

Language to install: [English {United States)

Time and currency format: English (United States)

Keyboard or input method: [

2 2013 Microso

Enter your language and other preferences and click "Mext" to continue.

Corporation. All nghts reserved.




Please hit Install now!

ri Windows Setup o] @ eS|

o= Windows Server2012R2

Install now

Repair your computer




Please enter the Product key. Please find below the official product key for the evaluation. Click Next!

&) ﬁf Windows Setup

Enter the product key to activate Windows

It should be on the back of the box that Windows came in orin a message that shows you bought
Windows.
The product key looks like this: X000 00GCC 0000 OGO X000

Dashes will be added automatically.

JGXYY - TNMTC-MHKY 3 - QCCIB- VQRGT| | II | \I |

Privacy statement

1 Collecting information 2 Installing Windows




Select the GUI's install and click Next!

r
@ @Windﬂws Setup Iﬁl

Select the operating system you want to install

Operating system Architecture Date modifi

Windows Server 2012 R2 Datacenter Preview (Server Core Installati... x64 B/ 16,2013
Windows Server 2012 R2 Datacenter Preview (Server with a GUI) 6/16/2013

< >

Description:

This option is useful when a GUI is required—for exarnple, to provide backward compatibility for an
application that cannot be run on a Server Core installation, All server roles and features are
supported. Vou can switch to a different installation opticn later, See "Windows Server Installation
Opticns."

§7 TIP: Unless you are good with PowerShell, | strongly suggest the GUI's version.



Click 1 accept the license terms and click Next!

—

@ @ Windows Setup

License terms

MICROSOFT PRE-RELEASE SOFTWARE LICENSE TERMS
MICROSOFT WINDOWS SERVER 2012 R2 PREVIEW

These license terms are an agreement between Microsoft Corporation (or

which you received It, if any. The terms also apply to any Microsoft
updates,
supplements,

Internet-based services, and

supDort services

v 1 accept the license terms|

based on where you live, one of its affiliates) and you. Please read them. They
apply to the pre-release software named above, which includes the media on

L
~her |




Click Custom! Like said earlier we are selecting a Standard version on the new server.

@ ) Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this cption. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recammend backing up your files before you continue,

Help me decide




Click on the drive to format and hit New.

=
@ ¢ Windows Setup

Where do you want to install Windows?

Mame Total size Free space | Type
= If' Drive 0 Unallocated Space 25.0GB 25.0GB
+4 Refresh f Delete .__/Eu:rmat
&% Load driver :ﬁ Extend
Mext
- |




Select the size wanted and click Apply.

r
@ éwmdﬂws Setup ﬁ

Where do you want to install Windows?

Mame Total size Free space | Type
] Drive 0 Unallocated Space 25.0 GB 25.0GB
+4 Refresh f Delete ._jEl:rmat Mew

& Load driver S Extend Size: 25600 :I' MB




Hit Ok into that dialog's box, it will create a reserved partition.

Windows Setup ﬁ

% To ensurethat all Windows features work correctly, Windows might create
I ' additional partiticns for system files,

fi

a [ QK ] | Cancel |

[t

On the following screen you will see the review if needed you can correct. If everything seems good to
you, click Next.

|
@ @Windows Setup ﬁ

Where do you want to install Windows?

Mame Total size Free space | Type
—~ Crive O Partition 1: System Reserved 350.0 ME 3200 ME  System
H‘" Drive 0 Partition 2 24,7 GB 24,7 GE  Primary
+4 Refresh ?’( Delete &’ Format Mew
&% Load driver :ﬁ Extend




We have to wait now for actual setup. Depending your hardware it can take up to hours to install the

software.

¢ Windows Setup

Installing Windows

Your computer will restart several times. This might take a while,

Copying Windows files (0%)
Getting files ready for installation
Installing features

Installing updates

Finishing up

=




Windows needs to restart to continue. Please proceed.
—
ﬁ_ﬁl Windows Setup

Windows needs to restart to continue

Restarting in 9 seconds

Restart now




Windows Server 2012R2 needs a Password for the local administrator. Hit a password and click Next!

Settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Reenter password

) TIP: Be sure to remember your password! Even later when we will create an Active Directory
Z Domain it will be the default password.



Now we can login to our freshly new Windows Server 2012R2 and use this for our SharePoint 2013 and
Project Platform.

Server Manager * Dashboard | 7 Mamage Took  view hep

WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

o Configure this local server

QUICK START

2 Add roles and features

3 Add other servers to manage

WHAT'S NEW
4 Create a server group

Hide

LEARN MORE

ROLES AND SERVER GROUPS

Roles: 0 | Servergroups:1 | Serverstotal: 1

B Local Server 1 ii All Servers 1
® Manageability @ Manageability

Events Events

Services Services

Performance Performance

BPA results BPA results




Renaming the Server
In the main menu select computer and right-click. Select Properties click Change settings, and after
Change...

S _
System Hﬂn

Computer Name | Hardware | Advanced | Remote |

ly » System v & | | Search Control Panel »
nL‘ Windows uses the following information to identify your computer || |
= onthe network 2]
Computer description: || | ation about your computer

For exampls: "5 Production Server” o
"Accourting Server”

Full computer name: WIN-KFD2GHJIKDG [12 R2 Datacenter Preview

Workgroup WORKGROUP apontion alighs  mm Windows Server2012 R2

To rename this computer or change its domain ar
workgroup, click Change

Intel(R) Core(TM)2 Due CPU E8300 @ 3.16GHz 1.76 GHz
RAM):  2.00 GB

84-bit Operating System, x64-based processor
No Pen or Touch Input is available for this Display

kin, and workgroup settings

WIN-KFD2GHJIKDG 'E’:.‘Change settings

e WIN-KFD2GHIIKDG

WORKGROUP

Select a good computer's name and hit OK

Computer Name/Domain Changes -
You can change the name and the membership of this

computer. Changes might affect access to network resources.

Computer name:
|DC1| |

Full computer name:
DCA

Member of
(O Domain:

® Workgroup:
WORKGROUP |

[ ok || cancel |

Good to know: Renaming an existing Domain Controller is not an easy task, but doable.
g Please refer to this link if needed : http://technet.microsoft.com/en-
us/library/cc782761(v=ws.10).aspx



http://technet.microsoft.com/en-us/library/cc782761(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc782761(v=ws.10).aspx

Windows Update

We are now going to handle the Windows Update. If your corporate has already a WSUS you can skip
that general tip. Otherwise, if you don’t have any WSUS it’s preferable to Turn off this feature. Why? If
you got a bad update or an update that requires a reboot it may not be easy to handle. The best way is
to install any Cumulative Update if it will resolve any issue.

Windows Update

i ?§ Turn on automatic updating
"-\‘ Updates are not being installed automatically
Turn on autematic updating te help improve the security and

performance of your PC and allow standard users to install updates
on this PC,

Turn on automatic updates

Let me choose my settings

Most recent check for updates:  Today at 12:00 PM
Updates were installed: Mever
You receive updates: For Windows only.

Choose your Windows Update settings

When your PCis onling, Windows can automatically check for important updates and install them using these
settings, When new updates are available, you can also choose to install them when you shut down your PC,

Important updates

Check for updates but let me choose whether to download and install themn v




Windows Firewall

It’s preferable to close the out-of-the-box firewall on a Windows Server. Some technicians on corporates
prefer to leave it on, but in our case | prefer to disable it. The same question can be asked, why?

For the simple reason that the Windows Firewall blocks certain port, but in our case all the needed port
should be open to allow connections from corporate applications.

| prefer to limit the VLAN's traffic in the switch / main router if needed and to have a good router to
prevent any WAN's abuse (as the DC is never in a DMZ or facing the Internet).

Some corporate technicians will tell us that it would be to prevent virus spanning, but if the file sharing
is already activated and the SMB's port is already open this won’t block anything. (Unless unsecured
LAN can access the DC)

Windows Firewall with Advanced Security on Local C... -

| | Domain Profile BPrivate Profile | Public Profile | IPsec Settings | i

i Specify behavior for when a computer is connected to its corporate
| domain.
State
i Inbound connections: Block {default)
y Outbound connections: Allow {default)
Protected network connections:
Settings
— Specify seﬁing_s that contral Windows
fi v— | Firewall behavior.
3 Logging
Specify logging settings for
i troubleshooting. OMIZS.-

oK || Cancel || Apply |




IP's configuration

It is preferable to set the IP Address as a static value! Changing a DC's IP later on is not a simple.

I8 Dashboard B roa

i Local Server

- Computer name DC

BE All Servers Workgroup WORKGROUP

W ADDS

ii File and Storage Services [
Windows Firewall Public: On
Remote management Enabled
Remote Desktop Disabled

MNIC Teaming Disabled
Ethernet 10.0.2.15, JPvb enabled

§7 Good to know: Setting a static IPv6 address is a best practice.




Active Directory Configuration

There is the actual step to configure a working Active Directory.

? Good to know: dcpromeo has been retired in Windows Server 2012 and upper.

In the Dashboard of Server Manager select to add a Role.

8% Dashboard WELCOME TO SERVER MANAGER

[
L1
B Local Server

ii All Servers
L]

0 Configure this local server

E Add roles and features l

3 Add other servers to manage

HE File and Storage Services I

QUICK START

WHAT'S NEW
4 Create a server group

Hide
LEARN MORE




The first screen is an information screen that will guide you to install the Domain Controller, only thing
to dois to click Next.

DESTINATION SERVER
[ela]

This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing decuments, or
Installation Typs hosting a website.

Server Selection _
To remove roles, role services, or features:

Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

< Previous Install | | Cancel

RHA racnlts He rmance J



Please select Role based or feature based installation and click Next.

DESTINATION SERVER

Select installation type e

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

. Role-based or feature-based installation
Server Sslection ) ) )
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Before You Begin

Install | | Cancel




We select our freshly new installed Windows Server and click Next.

DESTINATION SERVER

Select destination server .

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type (®) Select a server from the server pocl
() Select a virtual hard disk

Server Roles Server Pool

Features

Filter: |

Mame IP Address Operating System

<] " >
1 Cemputer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | . | Install | | Cancel




Be sure to select the Active Directory domain Service and hit Next

Select server roles

Before You Begin
Installation Typs

Server glection

Features
AD DS

Confirmation

Select one or more roles to install on the selected server,

Roles

Erfi\rp [hrectory Carificate Sapices

ctive Directory Domain Services

[ Actrve Dhrectory Federation Senvices
[[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[ Application Server
[] DHCP Server
[] DMNS Server
[] Fax Server
[> [m] File and Storage Services (1 of 12 installed)
[] Hyper-v
[] Metwork Policy and Access Services
[ Print and Document Services
[] Remaote Access
[[] Remote Desktop Services

DESTIMATION SERVER
D

Description

Active Directory Dornain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

install | | Cancel




You actually cannot install the Active Directory Domain Services without some prerequisites. Hit Add
Features.

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4  Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tecls

Include management tools (if applicable)

Add Features




You can add features but be sure to not remove the automatic selected values. Click Next.

DESTIMATION SERVER

Select features -

Before You Begin Select one or more features to install on the selected server,

Installation Typs Features Description

Server Szlection .NET Framework 3.5 combines the

power of the .MET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity

SR NET Framework 3.5 Features

p [m] .NET Framewark 4.5 Features (2 of 7 installed)

=[O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption

Server Roles

Confirmation

[] BitLocker Metwork Unlock
[] BranchCache

[ Client for NFS

[[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management
[] Ink and Handwriting Services
[] Internet Printing Client

—, . . O

information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

| install || Cancel




The Active Directory Domain Services stores information about users, computers and other devices on
your corporate. The screen is only an information screen so you can click Next again!

Active Directory Domain Services DESTINATION SERVER

Before You Begin
Installation Type
Server Selection
Server Roles

Feaiurzs

Confirmation

DC1

Active Directory Domain Services (AD D5) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Things to note:
* To help ensure that users can still log on to the network in the case of a server outage, install a
minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. i you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

* Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS.

| install || Cancel




To install the following roles, services and other hit Install. You can also select the “Restart the
destination server automatically if required”

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Confirmatio

DESTINATION SERVER

Confirm installation selections e

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tocls

Export configuration settings
Specify an alternate source path




In Server Manager you will notice on the upper right corner a new warning.

e Server Manager

EEm® SERVERS
g

All servers | 1 total

188 Dashboard

i Local Server I Configuration required for Active Directory Domain Services at DC1
Filter p I:;@:I -
ile and Storage Services P Server Name  [Pvd Address Manageability Last Update Windows Activ

00133-32500-

Online - Performance counters not started  10/15/2013 2:10:22 PM

10.0.2.15

On the Notifications Center you can see the warning that you can promote this server to a Domain

Controller.
[ All Servers Task Details = = -

All Servers Task Details and Notifications
All Tasks | 1 total

- o Foin
Eilter 0 (=) - A -
tite) A

Status Task Name Stage Message Action MNotifications

A

Promote this server to a domain...

Post-deployment Configuration Not 5ta... Configuration required for Active Directory Do...

Status = Notfication Time E'.EmE

10/15/2013 2:10:16 PM

Additional steps are required to make this machine a domain controller.




As we are installing a new infrastructure we select the following option: “Add a new Forest”.

You also have to provide a Root domain name. In our corporate we select CORP.PEGASUS

. . TARGET SERVER
Deployment Configuration DCi

Deployment Configuration )
- = Select the deployment operation

Domain Controller Options . o )
() Add a domain controller to an existing domain

Additicnal Options inio an existing forest
Paths I ®) Add a new forest I

Review Options

Specify the domain information for this operation

Prareguisitas Check
Root domain name: CORP.PEGASUS

More about deployment configurations

< Previous || Mext = | | Install | | Cancel

TIP: Always try to use a domain name with an extension. For local corporates we
Z/ recommend you to use the .LOCAL extension. An existing extension like .COM or .NET in
example will force you to use a split-DNS setup. (It's more complex to handle...)



We select the Functional level, enter the DSRM password and we click Next.

. . TARGET SERVER
Domain Controller Options o,

Deployment Configuration ) )
Select functional level of the new forest and root domain
Domain Controller Options

Farest functional level: Windows Server 2008 R2

Domain functional level: Windows Server 2008
Windows Server 2008 R2

Specify domain controller capabilities | Windows Server 2012

Domain Name System (DNS) server Windows Server 2012 R2
Global Cataleg (GC)
[[] Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: *

*

Confirm password:

More about domain controller options

< Previous || MNext = |




We click Next! (If you receive an error you can safely ignore it.)

DNS Options TARGET SERVER

DCl

| A, Adelegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X

Deployment Configuration i ) )
Specify DNS delegation options

Domain Controller Cptions )
[[] Create DNS delegation

Options
Additional Options
Paths

Review Cptions

Frereguisites Check

More about DNS delegation

nstall | | Cancel




We click Next.

TARGET SERVER

Additional Options bc1

Deployment Configuration ] . . o
Werify the NetBIOS name assigned to the domain and change it if necessary
Domain Centroller Options
The NetBIOS d i 3 CORP
DNS Options Sman nams:
Paths
Review Cptions

Prereguisites Chack

More about additional options




Use the default value and we click Next.

TARGET SERVER
Paths bc1

Deployment Configuration . .
Specify the location of the AD DS database, log files, and SYSVOL
Domain Centroller Options

DNS Options Database folder: CAWindows\NTDS
Additional Options Log files folder: CAWindows\NTDS

SYSVOL folder: CAWindows\SYSVOL
Review Cptions

Prereguisites Chack

More about Active Directory paths

J | install || Cancel




You can change the default locations for the Database, Log files and SYSVOL folders. If not, just click

Next!

Review Options

Deployment Configuration

Domain Controller Cptions
DS Options

Additional Options

Preraguisitas Chack

TARGET SERVER
DCl

Review your selections:

Configure this server as the first Active Directory domain controller in a new forest.

The new domain name is "CORP.PEGASUS", This is also the name of the new forest.
The NetBIOS name of the demain: CORP
Forest Functional Level: Windows Server 2008 R2
Domain Functional Level: Windows Server 2008 R2
Additional Options:
Global catalog: Yes
DNS Server: Yes

Create DNS Delegation: Mo

W

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

| install | | Cancel




Now we click Install!

fi= Active Directory Domain Services Configuration Wizard — || = -
F; . icitac C |H _ TARGET SERVER
rerequisites Check o,
‘ ® All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more »

Deployment Configuration Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Cptions computer
DNS Options Rerun prerequisites check
Additional Cptions
Faths A View results
1. Windows Server 2012 R2 domain controllers have a default for the security setting ~

named "Allow cryptography algorithms compatible with Windows NT 4.0" that prevents
weaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

! A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DMS server in the parent zone to ensure reliable name rescluticn from outside the
dornain *CORP.PEGASUS". Otherwise, no action is required. W

1 If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous MNext > Install | Cancel

After a reboot we can finally login with our domain credential!

.i.......|




Post Active Directory Installation Task: DNS

Let’s finish our Active Directory configuration! Open Administrative Tools.

v Control Panel » Systern and Security » Administrative Tools

Marne -
. Terrminal Services

5 @ Active Directory Administrative Center
Ices @ Active Directory Domains and Trusts

(a8 Active Directory Medule for Windows Po...

EE Active Directory Sites and Services

(@l Active Directory Users and Computers

[ ADSI Edit

@- Component Services

EFJ Computer Management

e

(a8 Defragment and Optirmize Drives

vent Viewer %
a= Group Policy Management
2 Group Policy g

Date modified

£/15/2013 10:33 PM
6/15/2013 12:43 PM
6/15/2013 12:43 PM
£/15/2013 12:44 PM
6/15/2013 12:43 PM
6/15/2013 12:43 PM
£/15/2013 12:43 PM
6/15/2013 12:47 PM
6/15/2013 12:43 PM
£/15/2013 12:35 PM
6/15/2013 12:43 PM
6/15/2013 12:44 PM
£/15/2013 12:45 PM

Type Size

File folder
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut
Shortcut

2KB
2 KB
2KE
2KB
2 KB
2KE
2KB
2 KB
2KE
2KB
2 KB
2KE



In the DNS Manager we see our zone.

File Actien

View Help

o« 2FEXEDo= HE § 8

Mame

IQ _msdcs

= _sites

ﬁ _tep

ﬁ _udp

| DomainDnsZones

ﬁ ForestDnsZones

g (same as parent folder)

£, DNS
a4 F pal

] Global Logs
4 [ Forward Lookup Zones
b =] _msdcs.CORP.PEGASUS
.
p (2] _msdecs
b ] _sites
p [ _tep
b [ _udp
b [ DomainDnsZones
p [ ForestDnsZenes
p [ ] Reverse Lookup Zones
b ] Trust Points
b | Conditional Forwarders

Start of Authority (S0A4)
Mame Server (M5)

Host [A)

Host (A)

] (same as parent folder)
g (same as parent folder)

H del

[26], dcl.corp.pegasus., h..
dcl.corp.pegasus.

10.0.2.15

10.0.2.15

static
static
10/15/2013 2:00:00 PM
static

Right-click the DNS’s server name and select Properties.

File Action View Help

I E I EEEEE

|| MName

ASUS

)
ﬁnﬁgum a DNS Server...

]
Create Default Application Directory Partitions...

New Zone...

Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

v v v 7

Launch nslockup

All Tasks 3

Delete
Refresh

Properties J

Help

Type
Active Dired
Active Dired

Displays Help for the current selection,




In the forwarder settings please add our ISP’s DNS.

Debug Logging st Lsaqi I Manitaring | Security

Mo | ok

Forwarders are D5 servers that this server can use to resolve DNS
queries for records that this server cannot resaolve.

IP Address Server FQDMN
2888 <fttempting to resolve.. >

[#] Use root hirts i no forwarders are available

Mote: f conditional forwarders are defined for a given domain, they will be
uzed instead of serverdevel forwarders. To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope tree.




DHCP

Now that our AD and DNS is settled, we can go configure our DHCP. | suggest using the server as a
DHCP’s server to allow controlling all ACL over the DHCP, but you can use other server too. Just be sure
to set the DNS server for the DHCP’s client to point to the DNS’s server and to give the correct DNS’s
suffix if you can.

Go to your Server Manager and clicks add Server Roles. Then select the DHCP Server.

DESTIMATION SERVER

Select server roles e

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description

Server Selection k . i : Dynamic Host Configuration
[] Active Directory Certificate Services Protocol (DHCP) Server enables you

Active Directory Domain Services (Installed) to centrally configure, manage, and
Fealurss [[] Active Directory Federation Services provide tempaorary IP addresses and

DHCP Server [] Active Directory Lightweight Directory Services
Confirmation [] Active Directory Rights Management Services

related information for client
computers.

DHCP Servel
enver (Installed)
[] Fax Server
I [m] File and Storage Services (2 of 12 installed)
[] Hyper-v
[[] Network Policy and Access Services

[] Print and Document Services
[[] Remote Access
[[] Remote Desktop Services

<Previous | | Next> | | nstal || Cancel




Click Add Features.

Add features that are reguired for DHCP Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Remote Server Administration Tools
4 Role Administration Tools

[Tools] DHCP Server Toaols

Include management tocls (if applicable)

| Add Features I Cancel




On the next screen click next

Select features

Before ou Begin
Installation Type
Server Selection

Server Roles

DHCF Server

Confirmation

Select one or more features to install on the selected server.

Features

.NET Framework 3.5 Features

[» [m] .MET Framework 4.5 Features (2 of 7 installed)
o] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[] BitLocker Network Unlock

] BranchCache

[] Client for NFS

[] Data Center Bridging

(] Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management (Installed)

[ Ink and Handwriting Services

[] Internet Printing Client

— .- RPN

<| m

DESTINATION SERVER
DC1.CORP.PEGASUS

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

| | Cancel

| install




We click Next!

DHCP Server

Before You Begin
Installation Type
Server Selection
Server Roles

Features

Confirmation

DESTINATION SERVER
DC1.CORP.PEGASUS

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
computers and other TCP/IP-based netwerk devices with valid IP addresses and the additicnal
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect ta other network resources, such as DMNS servers, WINS servers, and routers.

Things to note:

* You should configure at least one static IP address on this computer.

* Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

<previous || Net> [| | sl | [ cancel




Please hit install and if applicable reboot the server.

Confirm installation selections e

Before You Begin To install the following roles, role services, or features on selected server, dick Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

DHCP Server DHCP Server
Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

Export configuration settings
Specify an alternate source path

DESTINATION SERWER

Installation progress DC1 CORPIEGASUS

View installation progress

o Feature installation
e —
Configuration required. Installation succeeded on DC1.CORP.PEGASUS.

DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

You can close this wizard without inbew%ning running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next = | I] Close |I Cancel
Se—




Open now your DHCP under Administrator Tools.

v Control Panel » Systern and Security » Administrative Tools »

s

ICEE

Marne Date modified Type Size
. Terminal Services £/15/2013 10:38 PM  File folder

s |ﬂi Active Directory Administrative Center B/15/ 20131243 PM Shortcut 2 KB
@ Active Directory Domains and Trusts £/15/201312:43 PM  Shortcut 2 KB
ﬁ Active Directory Module for Windows Po.. 6132013 1244 PM Shortcut 2 KB
[ Active Directory Sites and Services 6/15/2013 1243 PM  Shortcut 2 KB
[#l Active Directory Users and Computers £/15/201312:43 PM  Shortcut 2 KB
[ ADSI Edit 6/13/2013 1243 PM  Shortcut 2 KB
@- Component Services 8/15/201312:47 PM  Shortcut 2 KE
|3_'J Computer Management £/15/2013 12:43 PM  Shortcut 2 KB
i B/13/2013 12:35 PM  Shortcut 2 KB
f15/2013 12:33 PM  Shorteut 2 KB
B/13/201312:43 PM Shortcut 2 KE

Over the IPv4 right-click and select New Scope

El

| dcl.corp.pegasus

Mew Multicast Scope...

" nnfimnre Failnwer



Please hit Next!

Mew Scope Wizard

Welcome to the New Scope
Wizard

Thig wizard helps you set up a scope for distributing [P
addresses to computers on your netwark.

To continue, click Next.

I Cancel

m
1]
—
2
W

Provide a scope a name. As example | just took LAN. A descriptive name is always a good idea. (Like Site
A or B). After click Next!

MNew Scope Wizard
Scope Name =
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your networl.

Name: LAN _l

Description: |

< Back Mesd = Cancel




Give the scope range and click Next!

IP Address Range
You define the scope address range by identifying a set of consecutive |P addresses.

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: |1u. 0.2 .100

End IP address: |1ﬂ. 0.2 .200

— Configuration settings that propagate to DHCP Client

Length: I 24 _I:

Subnet mask: |255255255|1

Hit Next!

Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distibuted by the
server. A delay is the time duration by which the server will delay the transmission of a
DHCPOFFER message.

Type the |P address range that you want to exclude.  you want to exclude a single
address, type an address in Start IP address only.

Start |IP address: End IF address:

Add

Excluded address range:

Femove |

Subnet delay in milli second:

0=




Leave the default value and we Next!

MNew Scope Wizard

Lease Duration e
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainky of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fieed
locations, longer lease durations are maore appropriate.

Set the duration for scope leases when distributed by this server.

Limited to:

Days: Hours: Minutes:
o | —=1 N

= [0 o

<Back | MNet> [ Conce

Click the following option to configure the scope options and click Next!

o Do - o L L - Lo

Mew Scope Wizard

Configure DHCP Options —
You have to configure the most common DHCP options before clients can use the
scope.

When clients obtain an address, they are given DHCP options such as the P
addrezses of routers (default gateways), DNS servers, and WINS settings for that
SCOpE.

The settings you select here are for this scope and overide settings canfigured in the
Server Options folder for this server.

Do you want to configure the DHCF options for this scope now?

{+ es, | want to configure these options now:

" Mo, |'will corfigure these options later

<ok [_tews J [ e




Give the IP of our router and we click Next!

Router (Default Gateway)
You can specify the routers, or default gateways. to be distibuted by this scope.

To add an IP address for a router used by clients, enter the address below.

Add

Remowe

p

There is the important task; we have to validate the DNS Suffix to be sure that's correct. We click next!

Domain Mame and DNS Servers
The Domain Name System (DNS) maps and translates domain names used by clients
on your network.

You can specify the parent domain you want the client computers on your network to use for
DMNS name resolution.

Parent domain: [ | 28N E =TS0k

To corfigure scope clierts to use DNS servers on your network, enter the IP addresses for those
SEMVErs.

Server name: IP address:
I . . . Add

Resolve | 10.0.2.15 Remove |

=) ==




Leave the following screen blank and hit Next!

WINS Servers
Computers running Windows can use WINS servers to convert MetBIOS computer

names to IP addresses.

Entering server IP addresses here enables Windows clients to querny WINS before they use
broadcasts to register and resolve NetBIOS names.

Server name: |P address:
[T field

Rezaolve | Femowve

Up

Do

Tao change this behavior for Windows DHCP clients modify option 046, WINS/NBT Node
Type. in Scope Cptions.

Select the first option and hit Next!

Activate Scope

Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

¥ ¥es | want to activate this scope now

" Mo, | will activate this scope later




And Finish!

MNew Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope, corfigure failover for
the newly added scope by right clicking on the scope and
clicking on corfigure failover.

To close this wizard, click Finish.

We can review the scope's options in the console to be sure...

@ DHCP Optign Mlas -
4 o dcl.corp.pegasus i=| 003 Router Standard 10.0.2.1
4 g IPvd =] D06 DINS Servers Standard 10.0.2.15

4 [ 5cope[10.0.2.0] LAN =] 015 DNS Domain Name Standard CORP.PEGASUS

i} Address Pool
@ Address Leases

[ g8 Resepsation
-, Scope Options

3 Server Options




Best practices AD - Windows pour SharePoint: Default Domain Policy
| recommend you to change it for some value to have a more secured Active Directory.

| : » Control Panel » System and Security » Administrative Tools v O |
Mame Date modified Type Size
. Terminal Services 6/15/2013 10:38 PM  File folder
s i Active Dhrecto rministrative Center 134 : ortcut
I [ Active Di ry Admini ive C 6/15/201312:43 PM Sh 2 KB
=2 @ Active Directory Domains and Trusts 6/15/201312:43 PM  Shortcut 2 KB
[5 Active Directory Module for Windows Po..  6/153/2013 1244 P Shortcut 2 KB
EE Active Directory Sites and Services £/15/2013 12:43 PM  Shortcut 2 KB
[ Active Directory Users and Computers 6/15/2013 1243 PM  Shortcut 2 KB
it 13/ : ortcut
[ ADSI Edi 6/15/2013 1243 PM  Sh 2 KB
a1+ Component Services 15/ 4 ortcut
2l Comp S 6/15/2013 1247 PM  Sh 2 KB
@ Computer Managernent £/15/2013 12:43 PM  Shortcut 2 KB
(#l Defragment and Optimize Drives 6/15/2013 1235 PM  Shortcut 2 KB
E.h DMNS 6/15/2013 1243 PM  Shortcut 2 KB
= : 6/15/2013 1244 PM  Shortcut 2 KB
E‘E Group Policy Management 6/15/2013 12:45 PM  Shortcut 2KB
l2F e 6/15/2013 1247 PM  Shortcut 2KB
an | nral Securite Policw M523 12:43 P Shorteut 7 KR
Z File Action View Window Help
o= »m & H
5, Group Policy Management Default Domain Policy
4 R\ F_?rest: CQRP'F’EGASUS Scope | Details I Settings | Delegation I Status |
4 [54 Demains .
4 %3 CORP.PEGASUS Links
#/ Default Domain Policy Display links in this location: |CORP.PEGASUS
4 -_:_fl Demain C?”t’°| I.ers The following sites, domains, and OUs are linked to this GPO:
5 liroup Policy Objéds Policy Location - Enforced Link Enabled Path
E :.IE Default Domain Policy ﬁ ﬁCDRP.PEGASUS No Yes CORP.PEGASUS
b e
[ .:E Starter GPOs
I .:ﬁ Sites
c—?@"‘ Group Policy Modeling




Enable Auditing

For security issues; | recommend you to enable the auditing. It will make your Security EventLog filled on
the other side. So you better think to your archiving need for those events.

In our Default Domain Policy we go into Computer Configuration\Policies\Windows
Settings\Security Settings\Local Policies\Audit Policy, and we change the below options.

_E‘J' Default Dormain Policy [DC1.CORP.PEGASUS] Policy o~

4 (& Computer Configuration
4 || Policies
[ || Software Settings
4 || Windows Settings
I || Mame Resolution Policy
=l Scripts (Startup/Shutdown)
A f_]_;l Security Settings
I+ _{d Account Policies
4 jﬂ Local Policies

Please select the desired value:

-

Pelicy
1) Audit account logon events

15 Audit account management

Policy Setting
Mot Defined
Mot Defined

] Audit legon events

15| Audit pelicy change
1) Audit privilege use
15 Audit process tracking

1) Audit system events

LUONT s s VT LS e S ST

Audit logon events Properties

|

Securty Policy Setting | Explain |

Audit logon events

ke

F_ N
Define these policy settings
Audit these attempts:
[] Success
Failure
b w
g
|
A
|
OK || cancel || Apply |

= =+ =+ =+ =+ =+

Mot Defined

Mot Defined
Mot Defined
Mot Defined
Mot Defined



After we can go see our Event Viewer to validate the future logging of those events.

¥ Control Panel » Systern and Security »  Administrative Tools

iz

aCes

We right click on the Security tab and there we can change the path from the C (because it can come
really big) or we can select that it overwrite old event.

Y

Mame Date modified Type Size
. Terminal Services /152013 138 PM  File folder
[# Active Directory Administrative Center 6/15/201312:43 PM  Sheortcut 2KE
@ Active Directory Domains and Trusts 6/15/2013 1243 PM  Shortcut 2 KB
[#4 Active Directory Module for Windows Po...  6/15/2012 1244 PM  Shertcut 2 KE
@ Active Directory Sites and Services 6/15/201312:43 PM  Sheortcut 2KE
@ Active Directory Users and Computers 6/15/2013 1243 PM  Shortcut 2 KB
& ADSI Edit 6/15/201312:43 PM  Shortcut 2 KB
@- Component Services 6/15/201312:47 PM  Sheortcut 2KE
|3_'J Computer Management 6/15/2013 1243 PM  Shortcut 2 KB
f#l Defragment and Optimize Drives 6/15/201312:35 PM  Shortcut 2 KE
= [k 6/15/201312:43 PM  Shortcut 2 KB
6/15/2013 12:44 PM  Shortcut 2 KB
Ak Group Policy Management /15/2013 12:45 PM  Shortcut 2 KB
=8 Sl Initiatar RASSAM T 134T PRA Chnrtent TKR




2] Event Viewer (Local)
I 3 Custom Views
4 :ﬁ Windows Logs

"l New events available A

| Application

General
% System Full Mame:
5] Forwarded Events

b Applications and Services Log path:
E Subscriptions
Log size:
Created:
Modified:

Accessed:

Security

| Fa5ystemRoot %\ System 324 Winevt' Logs\Security.evhe

1]

T O T T

Tuesday, October 15, 2013 11:41:32 AM

Lol =]

Tuesday, October 15, 2013 2:41:17 PM

Tuesday, October 15, 2013 11:41:32 AM

r Enable logging

N

Maximum log size (KB ): 131@??_
When maximum event log size is reached:

() Qverwrite events as needed (oldest events first)

® Archive the log when full, do not overwrite events

) Do not overwrite events [ Clear logs manually )

0!

=

[ ]

iy

-,

Clear Log

=

Snurce:

Account Lockout Policy

Apply |

Micrnsnft Windows security | nnned: 1N0/15/2013 2:43:57 PM

| use to set it more restrictive. (It will prevent brute force attempt) | use to set a threshold of 5 attempts

in 30 minute the account got locked out,

Default Demain Policy [DC1.CORP.PEGASUS] Policy
i Computer Configuration
4 || Policies
b [ Software Settings
4[] Windows Settings
b [ Name Resolution Policy

g

= Scripts (Startup/Shutdown)

F i Security Settings
A _:é Account Policies

gfé Account Lockout Policy

[
= kerberos Falicy
[ j Local Policies
_.;i Event Log
[ "4 Restricted Groups

=

but with the duration at 0 you need an administrator to unlock.

.~ |l| Policy - il
o] Account lockout duration 0
15 Account lockout threshold 5invalid logon attempts
1o Reset account lockout counter after 30 minutes




Security’s Design

In that small step | will show a small tip to design the OU for SharePoint. Open the Active Directory
User and Computer MMC. Over the OU you want to create your SharePoint structure create a new OU.

File Action View Help
I G EIEEEN R Y R 2K

3 Active Directory Users and Computers [DC1.CC | Mame Type Description

m [ Builtin builtinDomain
|‘ 53 CORP.PFeAcLI =

d Container Default container for up...
ooy — gate Control... ... Organizational... Default container for do...
B Com Find... Container Default container for sec..,
i =] Dom Change Domain... Container Default container for ma...

[ Fore

B ] Man
b 7] User Raise domain functional level...

Change Domain Controller... Container Default container for up...

Operations Masters...

Mew Computer
All Tasks Contact

View Group

InetOrgPerson

Refresh
Export List...

mslmaging-P5Ps

Properties - -
Organizational Unit

Help

User
Shared Folder

Creates a new itermn in this container.




-§:| Createin: CORP.PEGASUS/

Mame:
|Share Paint

[/] Protect container from accidertal deletion

In that OU you can have all your SharePoint sites and subsites. Here is an example:

] Active Directory Users and Computers [DC1.C(|| Name Type Desi
b [ Saved Queries 82 556_SiteA_SubsiteA_Editor Security Group...
4 iﬂ CORP.PEGASUS %SSG_SitEA_SubsitEA_Cuntributur Security Group..
b (1 Builtin 42, 55G_SiteA_Subsiteh_View Security Group...

b Computers
I 2] Demain Controllers
t- || ForeignSecurityPrincipals
b Managed Service Accounts
B[] Users
4 3| SharePoint

4 3] Sited

2 Subsited

In that folder you can create all your security group and manage who are member of them. | used the
term SSG for SharePoint Security Group.



SharePoint 2013 - Design Manager: Create a masterpage

Introduction
SharePoint 2013 introduced a new functionality: the "Design Manager".

This Design Manager seems to be considered by Microsoft as the tool you have to use for your
customizations.

To simplify the process of integrating customized SharePoint pages, SharePoint Server 2013 includes a
new feature called the SharePoint Design Manager.

[...]

We will look for opportunities to leverage SharePoint itself as the primary tool for customization and
configuration tasks.

Where is this Design Manager?
This functionality is activated by default in the "Publishing Portal" site template:

Select experience version:

Select a template:

Collaboration Enterprise Custom

Publishing Portal

Enterprise Wiki
Product Catalog

You can also activate it on the other sites by activating the Publishing feature:

SharePoint Server Publishing Infrastructure

O | Provides centralized libraries, content types, master pages and page layouts and enables page Activate
scheduling and other publishing functionality for a site collection.

To launch the Design manager, in your site collection, click on the "Settings" icon, and then click on
“Design Manager”.
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Or through the "Site Settings / Design Manager", in the "Look and Feel" section:

Look and Feel

Master page

Page layouts and site templates
Welcome Page

Title, description, and logo
Device Channels


http://spasipe.files.wordpress.com/2012/11/44.png

Steps to create a MasterPage with the Desigh Manager
The steps are the following:

e Create in your favorite HTML editor a web page which will be the template for the masterpage,

e Upload the elements (HTML page, CSS, images) in the masterpage gallery,

e SharePoint 2013 converts the page to a masterpage,

e You decide which SharePoint components (menus, webparts, ...) you want to add in this
masterpage,

e The Design Manager generate the HTML code for each component you integrate in the
uploaded HTML page,

e Each time the page is modified, SharePoint recreate the masterpage.

Step 1: Build your HTML page

Build a HTML page, as you want, with the tool you want.

You can build this page by your own, get it from a web agency or from your neighbor, that doesn’t
matter, you must finally get a folder with the following elements:

e HTML page,
e |Images,

e (CSSfiles,

e etc.

For this article, | choose the easy way and downloaded a « ready to use » template:
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Folder contents:

Nom Modifié le Type i
| | images 1770172009 14:37 Dossier de fichiers

ik | style.css 17/01/2009 14:37 Document de feuille de style en cascad
a index.html 17/01/2009 14:32 Document HTML

|| Terms of use.td 09,/10,/2008 22:05 Document texte

unitpngfix.js 15/07 /2008 09:37 Fichier de script JScript



Step 2: Upload the files to SharePoint

On the Design Manager’s home page, click on "Upload Design Files" to upload the folder contents in
the MasterPage gallery.

Q) SHARE Y Follow T

Design Manager Search this sit o)
H> Design Manager: Welcome

The Design Manager helps you create your own site clesign in SharePoint. Learn how SharePoint sites work
1. Welcome

2 e Dewice Chagnels IF you aren't creating vour own design, you may instead want to choose from one of the following options
X Cdn Master Pages « Import a complete design package

5. Edit Display Templates + Pick a pre-installed look

6. Edit Page Layouts

7. Publish and Apply Design Otherwise, go ahead to the next step of the Design Manager. Get an overview

8. Create Design Package

Thanks to webdav this step is just a formality:

SharePoint WIN-SC1C3DOH7SV\administrateur~ £ 2
BROWSE | FILES | LIBRARY [k ) sHARE ¥y Fouow O

™ ™ Check Out Version History
|
L ] -—] Check In Shared With
New Upload New Edit View Edit Share Popularity Download a Workfiows Publish Tags &
Document . Document Foider  Document Discard Check Out ~ Properties Properties Delete Document Trends Copy Notes
New Open & Check Out Manage Share 8 Track Copies Workflows Tags and Notes
Home [0 Type Name Modified Modified By Checked Out To Compatible Ul Version(s) Contact
Documents images 111472012 11:18 PM WIN-
7 =

Site Contents SC1C3DOH7SV\administrateur

Q] index.html 11/14/2012 11:18 PM WIN-
7/ EDIT LINKS SCI1C3DOH7SV\administrateur

3 style.css 11/14/2012 11:18 PM WIN-

SC1C3DOH7SV\administrateur

LB] unitpngfixjs 11/14/2012 11:18 PM WIN-
SCI1C3DOH7SV\administrateur

Step 3: Preview your MasterPage

Let's get down to business! In this step, SharePoint will convert your HTML page into a MasterPage.

Click on the "Convert ..." link:



WIN-SC1C3DOHTSW\administrateur» £ 2

) SHARE ¥y FoLow O

test2 # EDIT LINKS Search this site p|
H:) Design Manager: Edit Master Pages k

A master page defines common elements across all the pages of your site. You can use the network drive you mapped

1. Welcome ) earlier to edit your master pages using any HTML editor. To preview your master page, click on its file name or status. While
2. Manage Device Channels previewing your HTML master page, use the Snippet Gallery to get code snippets for SharePoint functionality that you can
3. Upload Design Files copy and paste into your HTML file.
4. Edit Master Pages
5. Edit Display Templates + Convert an HTML file to a SharePoint master page
6. Edit Page Layouts = Create a mirimal m page
7. Publish and Apply Design
8. Create Design Package
:l Name Status Approval Status
Q oslo 1 - Conversion successful. Draft
&) seattle - Conversion successful. Draft

Browse the MasterPage gallery, select your HTML page and click "Insert":

Select an Asset x
Current Location: CustomTheme at httpy//win-scl c3doh?sv'20lOfsrte-sftesu(_catalog5{masterpagefCust0mTheme ]
[ Hmi Design Files = Click to add new item
[M Content and Structure Reports O Name Approval Status
» Documents X
images Approved
 Form Templates
M Reusable Content | o Draft
O Site Assets
[ Site Collection Documents
[&] Site Collection Images
@ Site Pages
0y Style Library
¥| Workflow Tasks
Lacation (URL): | /sites/test?/ catalogs/masterpage/CustomTheme/indexhtml 4
Insert [ Cancel
Then the page is converted (here with success!):
D Mame Status Approval Status
&] index 3 Conversion successful, | Draft
&) oslo Conversion successful. Draft
&) seattle % Conversion successful. Draft



Click on the link to preview the MasterPage:

Snippets Location Help

i Your master page doesn't have any warnings or errors. Reset the preview to its original state.

i You're currently previewing your master page without any content. You can change the page you're previewing from the menu above.

SharePoint R WIN-SC:C3DOH7SV\administrateur «

PAGE Q) sare gy rouow [
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Eiusmod tempor incididunt.
Lorem ipsum dolor sit amet, consectetur adipisicing elit, sed Lorem ipsum dolor sit amet, consectetur adipisicing
do eiusmod tempor incididunt ut labore et dolore magna elit, sed do eiusmod tempor incididunt ut labore (“:
aliqua. Ut enim ad minim veniam, quis nostrud exercitation dolore magna aliqua.
ullamoeo laboris nisi ut aliquip ex ea commodo consequat. :
read more

Eiusmod tempor incididunt.
Lorem ipsum dolor sit amet, consectetur adipisicing

elit, sed do eiusmod tempor incididunt ut labore et
dolore magna aliqua.

Lorem ipsum dolor sit amet, cor i
sed do eiusmod tempor incididunt ut labore et dolore
magna aliqua. Ut enim ad mi veniam, quis nostrud
exercitatio
commodo consequat.

nllameco  labx ut aliquip ex ea . read more

Step 4: Insert SharePoint controls

If you observe the screenshot above, we must now insert all the SharePoint controls (menus, site title,
webparts ...).

Just keep in mind that the "ContentPlaceHolderMain" div (visible in the bottom of the MasterPage)
is the key of the design, since it contains all the page content.

I This div, which vou should delete, represents the content area that your Page Layouts and pages will fill. Design your Master Page around this content placeholder. I

Click on "Snippets", in the top right-hand corner:

Location

WIN-5C1C3DOH75V\administratenr ~ P

-

€y SHARE % FOLLOW (O,
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Then you access the page which will allow you to insert the controls; for example, click on "Top
Navigation" to insert a menu in the MasterPage.

They are a lot of available controls; it’s difficult not to find what you’re looking for!

The displayed page is composed of different parts:

e Part1:A description of the control,

e Part2:Apreview,

e Part 3 :The generated code that you have to paste in your HTML page,
e Part 4: The properties you can modify ("Update" button).

SharePoint WIN-SCIC3DOHTSV\administrateur » £ 2
BROWSE  DESIGN €) sHare 7y Fouow O
| | ] vertical Nawigation | [E] steTie [ Edit Moge Panel . [:m'rx = <>
: =
== | oo Search Box E Site Logo Security Trim . *D W =/
Tep - Media snd Dynamic Other Wied Custom ASPNET
Navigation| &, Signin [E Device Charnel Panel  Cortent- Cortent.  Paris- Markup
Mavigation Administration Containers Wb Paris Custom ASP.NET Mariwup
] . "
Pres Top Navigation o A~

test2 # EDIT LINKS this Component
& navigation snippets provide comman navigation links and menu items on a site
The contents of the navigation menu are defined in Navigation Settings. There, you

between navigation content defined by site structure or navigation content defined
and keywords.

You can change how the menu looks and functions (including the number of flyout
StaticDisplayLevels property).

17 - 1

HTML Snippet o | Update Reset

Copy and paste this snippet at the desired location in your HTML design

file. Note that many HTML preview regions are read-only but will render Customization - Top Navigation ( AjaxDelta }o

properly on your site.

<div data-name="TopMNaigationMoFlyoutWithStartNade® » <1--CS:
Start Top Navigation Snippet--> <I--SPM:<%@Reqister
Tagprefue="Sharefoint" ms-displaylnline ms-core-navigation ms-dia
MNamespace="Microsoft.SharePoint.WebControls”
Assembly="Microsoft.SharePoint, Version=15.0,0.0, Culture=neutral,
PublickeyToken=71e0boe111e9420¢" % >—> <1--
MS:<SharePoint:AjaxDelta ID="DeltaTopNavigation”

BlockElement="true" CssClass="ms-displayinline ms-core-navigation
e _diclool iddon® onodefoon ok 2 ol P Ciork of BICAM MR

~

>

When your control is ready to go, click on the button below and paste the code in your HTML page
(uploaded in Step 2).

To make it simple, use an editor and modify directly the HTML page with webdav.



HTML Snippet

Copy and paste this snippet at the desired location in your HTML design
file. Note that mamy HTML preview regions are read-only but will remder
properly on your site.

=div data-name="TopNavigationNoFyoutWithStartNode® » <!--C5:
Start Top May n Snippet--= <!--5PM: <% @ Register
Tagprefic="SharePoint"
Mamespace="Microsoft.SharePoint.WebControls®
Assembly="Microsoft. SharePoint, Version=15.0.0.0, Culture=neutral
PublickeyToken=] 1efboe111e09420C %> --> <

M5: < SharePoint:AjaxDelta 1D="DeltaTopMavigation
BlockElement="true" CssClass="ms-displayinline ms-core-navigation

ms-dialogHidden™ runat="server”»--» <!—PS: Start of READ-OMLY v
PREVIEW (do not modify)-- = <I--PE: End of READ-OMLY PREVIEW--

Then SharePoint synchronize your modifications by converting automatically the HTML page into a
MasterPage.

In the initial HTML page, SharePoint adds the following comment:

"This HTML file has been associated with a SharePoint Master Page (.master file) carrying the
same name. While the files remain associated, you will not be allowed to edit the .master file,
and any rename, move, or deletion operations will be reciprocated.

To build the master page directly from this HTML file, simply edit the page as you normally
would. Use the Snippet Generator at [....] to create and customize useful SharePoint entities,
then copy and paste them as HTML snippets into your HTML code. All updates to this file will
automatically sync to the associated Master Page."

Repeat this step with all the controls, with keeping the yellow div in the middle of the page:



i Your master page doesn't have any warnings or errors. Reset the preview to its original state.

i You're currently previewing your master page without any content. You can change the page you're previewing from the menu above.

SharePoint WIN-SC1C3DOH7SV\administrateur~ 2

.

PAGE Q) sHare Yy Fouow T

Mon site de test 7 EDITLINKS Un

Esusmod tempor incididunt.

EBusmod tempor mcididunt

This div, which you should delete, represents the content area Lorem ipsum dolor sit amet sctetur adipisl
that your Page Layouts and P:eies fill. Design your Master
Page around this content placeholder.

idunt ut labore et

Once your HTML page (and also your MasterPage) is ready, publish a major version of the MasterPage,
and set it on your site.

The "Site settings" becomes (with just a "Top Navigation" and a "Site Title" controls):

e

SHARE FOLLOW

Mon site de test

Site Administration
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SharePoint 2013 - Design Manager: Use the Display Templates

Display Templates?
If you've never heard of, it is quite normal, as it is new in SharePoint 2013.

These Display Templates can dynamically change the display of search results, making them particularly
match the "Result Types".

The use of XSLT? Done!

These Display Templates allow you to free yourself from the use of XSLT, since you can edit using the
HTML / JavaScript / CSS trio.

For those who have already handled (or experienced) the XSLT, it’s a good news.

Access to the Display Templates
You can access to Display Templates via:

e The Design Manager, "Edit Display Templates" link - To view the list of templates,
e The "Site Settings", "Master pages and page layouts" link - To add / edit a template.

| will detail here this second link.

Web Designer Galleries
Site columns
Site content types
Web parts
List templates
[ Master pages and page layouts ]
Solutions
Themes
Composed looks

Click on the "Display Templates" folder:



Master Page Gallery o

|:| Type Mame Modified hModified By
Display Templates 11/19/2012 8:22 AM System Account
Editing Menu 11/19/2012 8:22 AM System Account
en-us 111972012 822 AM System Account
Preview Images 111972012 823 AM System Account
Themable 11/19/2012 8:22 AM System Account

| choose here to open the "Search" folder:

Master Page Gallery » Display Templates o

|:| Type Mame Modified Maodified By Checked Out To Compatible Ul Version(s) Contact Hidden Page
Content 11/19/2012 8:22 AM System
Web Account
Parts
Filters 11/19/2012 8:22 AM System
Account
Language 11/19/2012 8:22 AM System
Files Account
11/19/2012 8:22 AM System
Account
Server 11/19/2012 8:22 AM System
Style Account
Sheets
System 11/19/2012 8:22 AM System
Account

You will find the Display Templates, each being defined by:

e A HTML file: its definition, this is the file you need to edit (or create) to define views,
o Ajs (JavaScript) file: this file is generated by SharePoint through the HTML file. You must not
edit this file, it is always the HTML file you need to modify, SharePoint converting the js file on

the fly.
@ Itern_Word_HoverPanel.html 11/19/2012 8:22 AM System
Account
Item_Word_HoverPanel.js 11/19/2012 8:22 AM System 15
Account

File names are relatively speaking, above we can deduce that the Display template controls the display
of Word documents "Hover Panel".



We will change this "Hover Panel" later in this article:

sharepoint jo _
- e Deployment-guide-for... *
Everything People Conversations WVideos Microsoft Ward

87 Deployment-guide-for-SharePoint-2013 September 30

You bear the risk of using it ... Install SharePoint 2013 on a single server with a built-in

database 61 ... Before you install SharePoint 2013 on multiple servers for a three-tier Contributors include
farm 79... SPASIPE\administrator

apps.spasipelocal//Deployment-guide-for-SharePoint-2013.doc

Haw To Use This Library EDIT  EOLLOW  SEND

information about using Microsoft SharePoint Foundation-based wiki libraries, click VIEW LIBRARY

Help an any Microsoft SharePoint Foundation page ...

appsspasipelocalfsites/. /SitePages/How To Use Thas Library.aspx ~ +

Use of "Result Types"

The "Display Templates" are closely related to another SharePoint 2013 new functionality: the
"Result Types".

In summary, a "Result Type" it is a set of rules that are used when displaying search results.

When you run a search, and when the results are displayed on the results page, each result is verified to
see if it meets one of the rules: If this is the case, the "Display Template" associated with this rule (this
"Result Type") is used to display the item.

For example, you can define a rule (a Result Type) that combines a display (a Display Template)
especially for Word documents containing "SharePoint" in their title - This is the example that will be
used later in this article.

Example of use

In this example, the scenario is that you need to display a customized "Hover Panel" for any Word
document containing "SharePoint" in its title.

To do this, | will:
e Duplicate the "Item_Word_HoverPanel.html" file to customize the Hover Panel (| added a text
"Submit for approval" at the bottom of the window - it's late, | lack inspiration...))

e Duplicate the "ltem_Word.html" file to use the above file.

The steps are as follows:



1. Download the "ltem_Word_HoverPanel.html” file
11/19/2012 8:22 AM [ | System

&) Item_Word_HoverPanelhtml
Account

Itermn_Word_HowverPanel s 11/19/2012 8:22 AM System
Account

2. Modify it and upload it again in the gallery as "ltem_Word_HoverPanel_SPAsipe.html"

Add a master page

Choose 3 file | C\temp\Item_Word_HoverPanel_SPAsipe htm

Upload files using Windows Explorer instead
W] Add as a new version to existing files

Destination Folder {Display Templates/Search/

Wersion Comments

3. Fill the properties (note the ‘Target Control Type" parameter)

15
Browse...
Choose Folder...
OK Cancel
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Master Page Gallery - Item_Word_HoverPanel_SPAsipe.html

EDIT
HB mr X
D EE] Copy
Save  Cancel Paste Delete
Item
Commit Clipboard Actions

The document was uploaded successfully. Use this form to update the pmp;[rties of the

document,

Content Type Item Display Template
ltem Display Templates allow you to speafy what managed properties are
used and how they appear for a result. They are used by Content By Search
and Search Results web parts.

Name * ‘ Item_Word_HoverPanel_SPAsipe |.htm|

Title ‘ Word Hover Panel - SPAsipe

Description Displays a result hover panel tailored for a Microsoft Word

document - Modified by SPAsipe.
Hidden Template |

Hide this Display Template where people select from an available list of
search Display Templates.

Target Control Type (Search) [ searchResults
] searchHoverPanel
[ | Content Web Parts
[]Refinement
[]SearchBox

[]Custom
Select the search controls that will use this Display Template.

4. Similarly, download "ltem_Word.html" and rename it "ltem_Word_SPAsipe.html".

Open the file with an extremely powerful tool (Notepad for example) and change the link to the
customized "Hover Panel" (note that this is the. Js file that is referenced, not the html one).
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<div id="Item_Word">
<l--#_ I
if(1$isNull(ctx.CurrentItem) && !$isNull(ctx.ClientControl)){

var id = ctx.ClientControl.get_nextUniqueld();

var itemId = id + Srch.U.Ids.item;
var hoverld = id + Srch.U.Ids.hover;

var hoverUrl = “"~sitecollection/_catalogs/masterpage/Display Templates/Search(}ten_Word_HoverPanel_SPAsipe.js"ﬂ
$setResultItem(itemId, ctx.CurrentItem);

ctx.CurrentItem.csr_Icon = Srch.U.getIconUrlByFileExtension(ctx.CurrentItem);

ctx.CurrentItem.csr_OpenApp = "word”;

ctx.currentItem_ShowHoverPanelCallback = Srch.U.getShowHoverPanelCallback(itemId, hoverId, hoverUrl);

ctx.currentItem_HideHoverPanelCallback = Srch.U.getHideHoverPanelCallback();

#-->

5. Upload this file in the gallery, and note that the Js files associated with the html files have been
generated during the upload.

|:| Type Mame Modified Modified By

@ ltem_Word_HoverPanel_SPAsipehtml 11/20/2012 2:20 PM
SPASIPE\administrator

Iltem_Word_HoverPanel_SPAsipejs 11/20/2012 2:20 PM

SPASIPE\administrator
@ ltem_Word_SPAsipe.html 11,/20/2012 2:28 PM

SPASIPE\administrator
ltem_Word_SPAsipe.js 11/20/2012 2:28 PM

SPASIPE\administrator

6. If you start the Design Manager, "Edit Display Templates" link, you see that the two html files are
marked as having been converted.

@ Word Hover Panel  Item_Word_HoverPanel_SPAsipe Conversion Item Display  SearchHoverPanel
3 successful.  Template
@ Word Item - Item_Word_SPAsipe 3 Conversion Item Display  SearchResults
SPAsipe successful.  Template

7. It is now time to create a Result Type for our needs.

Go to the Site Settings, click on “Result Types”.

Search

Result Sources

Query Rules

Schema

Search Settings

Searchable columns

Search and offline availability
Configuration Import
Configuration Export

8. The list of existing Result Types appears, click on "New Result Type"
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E> Site Settings » Manage Result Types

Tailor the look of important result types by crafting a display template in HTML and defining a rule that controls when to show it. Rules higher in the
list take priority. Learn more about how to configure result types

=i New Result Type

Manage site collection result types

Priority Name Modified Result Conditions Result Actions
Provided by the search service (31)

1 M Person 11/19/2012
Returmed from result source
Local People Results Display results with this template

People ltem

Always matches for this source

2 M Microsoft Access 11/19/2012 ; } _
Match these types of content Display results with this template
Microsoft Access Office Document Item

3 Microsoft Excel 1119/2012 ) ) .
Match these types of content Display results with this template
Microsoft Excel Excel ltem

4 Microsoft OneNote 11/19/2012

Match these types of content Display results with this template

9. Conditions must be defined: here we want the items using our new "Hover Panel" to be Word
documents having "SharePoint" in their title.

Conditions
Which source should results match?

|AII Sources

What types of content should match? You can skip this rule to match all content
|M|'crasoft Word I

Add value

4 Show more conditions

Which custom properties should match?
|T|'t|e |Con‘tains any of...

| sharepoint |

Add value

Add property

10. It only remains to associate this condition with our template



Actions

What should these results look like?
Word Item - SPAsipe

Mote: This result type wall automatically update with the latest properties in your display template each time you
visit the Manage Result Types Page.

Display template URL

]

[] Optimize for frequent use

11. The Result Type is created

E:’ Site Settings + Manage Result Types

Tailor the look of important result types by crafting a display template in HTML and defining a rule that controls when to show it. Rules higher in the
list take priority. Learn more about how to configure result types.

= New Result Type Manage site collection result types

Priority Mame Modified Result Conditions Result Actions
Defined for this site (1)
'19 SPAsipe - Word 1142002012
Document Match these types of content
i Wi . . .
Loz Display results with this template
N . Word ltem - SPAsi|

Match when Title contains o 5
sharepoint

Provided by the search service (31)

1 [v]  Person 11/19/2012
Returned from result source
Local People Results Display results with this template

Pecple Item

Always matches for this source

2 Microsoft Access 11/19/2012 ) - v
Match these tvnes of content Nisnlav results with this temnlate

£

Result

1. The document chosen for the test has "SharePoint" in its title, and you can see that the customized
Hover Panel that displays
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using it ... Ins arePoi 13 on a single server with a built-in Contributors include
database 61 ... Before you install SharePoint 2013 on multiple servers for a three-tier SPASIPE\administrator

farm 79 ...
apps.spasipe.local/.../Deployment-guide-for-SharePoint-2013.doc

EDIT  FOLLOW  SEND

How To Use This Library VIEW LIBRARY

information about using Microsoft SharePoint Foundation-based wikd libraries, click
Help on any Microsoft SharePoint Foundation page ...
apps.spasipe.local/sites/.../SitePages/How To Use This Library.aspx

Soumettre pour apprebation

2. If I choose an another Word document, the default “Hover Panel" displays

Seemless integration of Exchange and SharePoint to provide best of both world and

end user .. SharePoint Server 15 enhances the workload experiences by enabling new Déploiement de conte... X
compelling ... )
apps.spasipe.Jocal/Documents/Ig15_SP_IT_MO1V1_introduction.pptx Micrasoft Word

Last modified
Déploiement de contenu Thursday, July 16, 2009
€5 processus permettant de migrer du contenu SharePoint d'un site & un autre, et ce
méme ... Assembly: Microsoft.SharePoint.dll Namespace: Contributors include
Microsoft.SharePoint.Deployment ... TF1, SPASIPE\administrator
apps.spasipe.local/../Administration - Déploiement de contenu.doc
How To Use This Library EDIT  FOLLOW  SEND
information about using Microsoft SharePoint Foundation-based wiki libraries, click VIEW LIBRARY

Help on any Microsoft SharePoint Foundation page ...
farmiwfe.snasinelncal: 45521 /.. /How Ta Llse This ibranc.asny

Webpart Parameters

The Display Templates are configurable (among others) in the "Search Results" webpart properties:



4 Search Results X

Properties for SEEH::.E'I Results -

[=] Search Criteria Help

Query results provided by
This Web Part (Search Rezult

Change query

Use the "Change Query" dialog
to configure what's being
searched and which result source

to use.
Display Templates Help
Settings Help

By default the rules (Result Types) are used, but you can change this behavior.



[=] Display Templates Help
Results Control Display Template

Default Result

Customize control display
templates

(®) Use result types to display

items
Result type for item

Use result type rules to di|»

Configure result types

(O Use a single template to
display items

ltem Display Template

Best Bet Item

Configure item display
templates

Hit-highlighted properties
{(JSON])

Conclusion

Beyond this example a bit trivial, these features allow much opportunity, especially for future "search-
driven" applications.

Personally, | find this feature very interesting.



How To - SharePoint 2013 - Upgrade a site collection to SharePoint 2013
(Ul and PowerShell)

This article will explain how to upgrade a site collection to SharePoint 2013, by using the user interface
and PowerShell.

| consider here that my site collection has already been migrated to the SharePoint 2013 server and is in
actually in "SharePoint 2010" mode, like this:

[_Experien(e all that SharePoint 15 has to offer. Start now or Remind me later ] x
. SPASIPE\administrator =
steActions - B B BT
Test de migration » H ~
[} Testde migration » Home
Home Search This Site... el (7]
Libraries
Site Pages Welcome to your site!

Shared Documents

Add a new image, change this welcome text or add new hsts to this page by

Lists clicking the edit button above. You can dlick on Shared Documents to add files
-l or on the calendar to create new team events. Use the links in the getting
Calendar started section to share your site and customize its look.
Tasks
Discussions Shared Documents
Team Discussion
[] Type MName Modified Modified By

4/ Recyde Bin @] Document  9/24/2012 11:52 AM

de test FARMBSTDNVadministrator

2 Al site Content

% Add document

Getting Started
$ Share this site
: Change site theme
\ad| Set a site icon

:'a-‘ Customize the Quick Launch

| divided the functionalities in different "Points", each of them having a * PowerShell * section which
will detail the available modifications or interactions by using PowerShell.



Point 1: Self-service site upgrade

To access the self-service upgrade options, your site collection must be eligible, and must also respect 2
rules defined at the web application level:

e A maximal size (10 MB by default),
e A maximum number of sites (10 by default).

Si one rule isn’t respected; you had to migrate via PowerShell.

* powerShell *
e Get the web application parameters

SwebApp = Get-SPWebApplication < Web Application URL >
SwebApp.SiteUpgradeThrottleSettings

Administrator: SharePoint 2013 Management Shell \;Ii-

2
PS C:stenp? SwebfApp = Get—SPlebfApplication http: “migrationZ2Bl3.confsp.local
PS C:stemp? Swebfipp.SitelpgradeThrottleSettings

ApnPool1ConcurrentngradeSessionkimit = 5

sageltorageLimit - 1A

ubwehCountLimit - 18

ame H

ypeMame : Microsoft.SharePoint.Administration.S5P5i
tellpgradeThrottleSettings

: P820e2d3-98Ra-4f15-aa?7-22a76hd7e 884
: Online

: SPUebfApplication Hame=ASUED

: 176883

DizplayMame
d

s -
rm : SPFarm Mame=SharePoint_Confiyg
pyradedPersistedProperties -

e Modify web application parameters

SwebApp = Get-SPWebApplication -URL < Web Application URL >
SwebApp.SiteUpgradeThrottleSettings.UsageStoragelLimit = <value>
SwebApp.SiteUpgradeThrottleSettings.SubwebCountLimit = <value>

SwebApp.Update()



Point 2: Notification bar

The notification bar at the top of the site displays a message indicating that the site can be migrated.

Two options are available:

e "Start now": Access to the page which allow to migrate the site or request an evaluation site,
e "Remind me later": Hide the notification bar, for 30 days (by default).

* PowerShell *

1. Prevent users from using the self-service upgrade:
Ssite = GetSPSite <URL>
Ssite.AllowSelfServiceUpgrade = SFALSE

2. Changer the reminder delay / force upgrade

SwebApp = Get-SPWebApplication < Web Application URL >
SwebApp.UpgradeReminderDelay <Number of days>
SwebApp.Update();

If you set the "UpgradeReminderDelay" parameter to O:

e The link to hide the notification bar is removed,
e The message indicates that the upgrade is now required.

e@ http://migration2013.confsp.local/default.aspx P~ [

Experience all that SharePoint 15 has to offer{Upgrade is now required.|Start now

Site Actions ~ Browse Page



Point 3: Health Checks

The "Health Checks" are a major step of the migration, because they will identify the potentials
problems:

e Conflicting content types,

e Customized/unghosted files,

e Missing galleries,

e Missing parent content types,

e Missing site templates,

e Unsupported language pack references,

e Unsupported MUI (multi-user interface) references.

Note that these Health Checks can be executed before and after the site collection upgrade.
To execute the "Health Checks":

1. Click on "Site collection health checks" link in the "Site Settings":

Site Collection
[ aiﬁ,] Administration
= Search Settings
Search scopes
Search keywords
Recycle bin
Site collection features
Site ierarchy
Site collection audit settings
Audit log reports
Portal site connection
Site collection policies
Storage Metrics
Content type publishing
Help =ettings
Visual Upagrade
SharePoint Designer Settings
[Site collection health u:heu:l-cs)
Site collection upgrade

2. Click on "Start checks" to launch the process.

Run site collection health checks

The Site Collection Heath Checks have never run for this version of the site collection. Click Start checks to run the heath checks now.

Start checks

3. A summary is displayed, in our case 2 problems have been found:

¢ The "Video" content type is in conflict with the new one — Delete or rename it,



e A webpart definition is considered as customized file — In this case you can fix this problem by
clicking on "Reset page to default".

Unfortunately we found some problems

You should consider fixing these before upgrading, or make note of them as potential sources for issues after upgrading. We recommend trying
out the fixes on a copy of your site collection before you make changes to your production site.

Consider fixing the following problem(s) either before or after upgrading:
Conflicting Content Types
The names of the following content types on your site conflict with new content types that may be added during upgrade: Tell me
= Video more
Please resolve any content type conflicts by renaming or removing these content types.
Customized Files
The following files have been customized from their default and may present some unexpected visuals or behavior after upgrade: 0
Tell me
. http:fr'migratior12D13.c0nf5p.Iocah"_cataIog&prfDisplayImageWP.webpart[- Reset page to default ] more
Rezet specific pages to default to make the page lose customizations and any embedded data. Normally, you should do this only if you
are having difficulty using the page after upgrade.
'Y ou might want to know about the following check(s) that ran successfully:
Missing Galleries Tell me
Mo issues were found with any of your galleries. mare
Missing Parent Content Types Tell me
Mo issues were found with missing parent content types. more
Missing Site Templates Tell me
Mo issues were found with any of your sites. mare
Unsupported Language Pack References Tell me
Mo issues were found with any of vour existing language pack references. mare
Unsupported MUI References Tell me
Mo issues were found with anv of vour existina MUI lanauaae references. more

When you click on the "Reset page to default" link, you can choose to reset a specific page or all
pages in the site by using the existing site template.

Reset to Site Definition
O Reset specific page to site definition version

If you want to remove all customizations from a page (such as changes to Web Part zones or Local URL for th
text added to the page) you can use this feature to reset to the version of the page induded oca .or .e page -
with the site definition. http:/fmigration2013.confsp.local/_catal

Example: "http://server/site/default.aspx"

You can reset a single page within your site to use the version of the page induded in the
site definition, or you can reset all pages. l (®) Reset all pages in this site to site definition version ]

Caution: When you reset to the site definition version, you will lose all customizations made
to the current version of the page. No backup copy of the page will be made before the page
is updated, and no new version is created.

Reset || Cancel

* PowerShell *

e Test-SPSite : Launch the Health Checks on a site collection, with the ability to choose a specific
rule to be verified.

Test-SPSite -ldentity <SiteURL> [-Rule <RulelD>]
e Repair-SPSite : Launch the repair, with the ability to choose a specific rule to be repaired.

Repair-SPSite -Identity <SiteURL> [-Rule <RulelD>]



Point 4: Access the migration / Evaluation site collection request page

Click on "Start now":

Experience all that SharePoint 15 has to offer r Remind me later

To access the migration page:

Prepare for takeoff!

We'll start with a few pre-flight checks, and then prevent any
changes to your sites while you're upgrading.

Upgrade this Site Collection

From project sites to team mailbox, Before you take the leap, try a demo
SharePoint's got a hundred new ways to upgrade to see how it will turn out, We
help you work smarter. can set it up in 1-2 days.

LEARM MORE TRY & DEMO UPGRADE

Point 5: Evaluation site request

One new capability in SharePoint 2013 is to request an upgrade evaluation site, which will be a copy of
your site, in SharePoint 2013 version.

This site will be available during 30 days (by default and configurable), before being deleted by a timer
job (1 for each web application).

Job Definitions

[ Web Application: http://migration2013.confsplocal/ = | View: Web Application ~ ]

Title Web Application Schedule Type
Audit Log Trimming ASVED Manthly
Bulk workflow task processing ASVED Daily
Cell Storage Data Cleanup Timer Job ASVED Daily
Change Log ASVED Weekly
Content Organizer Processing ASVED Daily
Content Type Subscriber ASVED Hourly

[ Create Upgrade Evaluation Site Collections job l ASVED Daily
Dead Site Delete ASVED Disablad

[ Delete Upgrade Evaluation Site Collections job ] ASVED Daily




Note: No data will be replicated from the « source » site to the copy, or the opposite; users should also
be aware of the fact that this site is "short-lived".

Concerning the evaluation site creation, 2 possibilities:

e You SQL Server version supports snapshots (Enterprise or Datacenter version) and in this case
a snapshot will be used,

= |g§ CONFSPSQLISP2013 (SQL Server 10.50.2500 - CONFSP\administrator)

= [ Databases

System Databases
ENEE §0atabase Snapshots:
\E MOSS_Content_Migration_
[J S-FBrePuint_.ﬁ.dminCuntent_deﬁa502F—bcec—4agc—b4b2—l4ﬂaef5fe3ﬂ}'

i gharabaint Canfia

e If not, a backup-restore will be used, and your site collection will be read-only during the backup
phase.

From the interface:
1. Click on "TRY A DEMO UPGRADE" to request a site evaluation request:
Before you take the leap, try a demo

upgrade to see how it will turn out. We
can set it up in 1-2 days.

EF‘.‘I" A DEMO UF‘GRADE]

2. Click on the button:

Create Upgrade Evaluation Site Collection

Try a demo upgrade

Create Upgrade Evaluation Site Collection

Before yvou take the leap,
try a demo upgrade to see
how it will turn out. We can
set it upin 1-2 days.

3. Site collection administrator(s) is/are alerted by email when the upgraded copy is available.



We've received your demo site request mi

We're working on your request for an upgrade demo site collection and will get it to
you as soon as possible. Since it may take a day or two before the new upgrade
demo site collection is available, we'll email you once it's ready.

| Close

Why a day or two? Because the creation process are managed by timer jobs (1 for each web application)
which runs once a day:

Edit Timer Job o

Job Title o o
Create Upgrade Evaluation Site Collections job

Job Description o )
Creates upgrade evaluation site collections

Job Properties o
: L _ Web application:
This section lists the properties
for this job. .
h Last run time:

Recurring Schedule S
. ; , This timer job is scheduled to run:
Use this section to medify the

schedule specifying when the O Minutes Starting every day between
timer job will run. Daily, weekhy, O Hourly 1 AM DD

and monthly schedules also

include a window of execution. (®) Daily and no later than

The timer service will pick a

'S 1AM |W|[30(W
random time within this interva L Weekly .

to begin executing the job on O Monthly
each applicable server. This i

* PowerShell *
e Evaluation site request

Request-SPUpgradeEvaluationSiteCollection -Identity <Site collection URL>



Point 6: Site upgrade

1. On the migration page, you can launch the upgrade by clicking on "Upgrade this Site Collection'

Prepare for takeoff!

We'll start with a few pre-flight checks, and then prevent any
changes to your sites while you're upgrading.

Upgrade this Site Collection

2. A message is displayed, inviting the user to request an evaluation copy, if he hasn’t “played” with it
before.

Just checking ... B x

We think yvou'll lowe the new SharePoint, but we want to make sure you're ready
since this 1s a one way tnp. If yvou haven't already played around with an upgraded
copy, you can request one before you take the leap.

I'm ready | | Let’s hold off

3. The migration starts, with the possibility to add a link in the status bar, with the
"UpgradeMaintenancelink" web application property.

Example:
T Administrator: SharePoint 2013 Management Shell I;li-
Giving:

We're doing work to improve the site. Please bear with us if you experience temporary delays or glitches

Note: The link opens in the current page.
Point 7: End of the migration

1. The migration ends, a summary page is displayed:



Site Settings . Site Collection Upgrade . Upgrade Stat

Upgrade Completed Successfully

Status: Upgrade Completed Successfully
= Errors: 0
= Warnings: 1
= Upgrade Started: 9/24/2012 12:22 PM
= Last Updated: 8/24/2012 12:24 PM
= Upgrade Completed: 9/24/2012 12:24 PM
= Log File: 20120924-122211-909.txt

What's New Let’s see the new site
With:

e Alink to log files (verbose + errors/warnings), stored in a hidden library named "Maintenance
Log Library",

Maintenance Log Library @

(¥ new item or drag files here
All Documents  «e»
vy D Mame Modified Modified By

= 3 minutes ago CONFSP\administrator

E]

20130514-053948-562 =t .

20120514-052048-562-arror 4t =« 3 minutes ago COMNFSP\administrator

e A"What's New" button which opens a help page,
e A'Let's see the new site" button which opens the homepage.

2. The upgraded site is displayed correctly



SharePoint sPASIPE\administrator - £ ? @
=}

. Q) stare  fy rouow L2 sync o/ eoim
Home  # EDIT LINKS Search This Site... L -
Test de migration

Libraries

Welcome to your site!

Site Pages \

Shared Documents
Add a new image, change this welcome text or add new lists to this page by clicking the edit button

Lists
above, You can click on Shared Documents to add files or on the calendar to create new team events.
Calendar Use the links in the getting started section to share your site and customize its look.
Tasks
Discussions

; Shared Documents
‘eam Discussion

@ new document or drag files here

# EDIT LINKS
v _1 MName Modified Modified By
Site Contents .
=) Document de test ¥ «==  About an hour ago FARMBSTD\administrator
Getting Started
5 Share this site
B Change site theme
W
kel Set a site icon
< >

* PowerShell *

e Launch a site collection upgrade, even if throttling limits are reached,
Upgrade-SPSite <Site collection URL> -VersionUpgrade -Unthrottled

e Launch a site collection upgrade, with queuing the upgrade

Upgrade-SPSite < Site collection URL > -VersionUpgrade -QueueOnly




Point 8: Upgrade queue management
Last but not least, the SharePoint administrator can manage the upgrade queue, only with PowerShell!

e Site collections in the queue (Note the ShowInProgress / ShowCompleted / ShowFailed
parameters)

Get-SPSiteUpgradeSessioninfo -ContentDatabase <Database name> -ShowInProgress -ShowCompleted -
ShowFailed

= Administrator: SharePoint 2013 Management Shell -0 -

PS5 C:stemp» Get—-S5PSitelpgradeSeszszionlnfo —ContentDatabhase MOSS_Content_Migration
—ShowInProgress —ShowCompleted —ShowFailed

Several informations are displayed (the image is just an extract):

GumpletEd
Uersionllpgrade
A

7

i

_catalogssMaintenancelogs-20138514-822353-587 . txt

_catalogssHaintenancelogs ~28138514-822353-58Y—error.txt
SendEmail True

e Site collection upgrade status

Get-SPSiteUpgradeSessioninfo -Site < Site collection URL>

For the informations displayed, see the screenshot above.
e Add asite collection in the queue
Upgrade-SPSite < Site collection URL> -VersionUpgrade -QueueOnly
e Remove a site collection from the queue (if it's not being upgraded)

Remove-SPSiteUpgradeSessioninfo -Identity < Site collection URL>



Point 9: Throttling

¢ Number of simultaneous upgrades allowed per application pool

Swa = Get-SPWebApplication -URL < Web Application URL >

Swa.SiteUpgradeThrottleSettings.AppPoolConcurrentUpgradeSessionLimit=<Value>
¢ Number of simultaneous upgrades allowed per database

Sdb = Get-SPContentDatabase <Database name>
Sdb.ConcurrentSiteUpgradeSessionLimit

e Maximum size to allow self-service upgrade
Swa.SiteUpgradeThrottleSettings.UsageStoragelLimit=<Value>
e  Maximum number of sub-sites to allow self-service upgrade

Swa.SiteUpgradeThrottleSettings.SubwebCountLimit=<Value>

References

e Use Windows PowerShell cmdlets to upgrade to SharePoint 2013 and to migrate data



http://technet.microsoft.com/en-us/library/ee906560.aspx

SharePoint 2013 - Search: Configure the Query Suggestions

Introduction

"Query Suggestions" are what their name points out: suggestions that are displayed when you search for
something; these suggestions are terms or sentences that you already used or links/documents that you
already displayed.

These suggestions are displayed in the bottom of the search box, when you begin typing a search term.
For example, 2 things are displayed here:

e Aterm associated to the keyword you’re typing,
e 2 links you frequently visited, always in relation with the keyword you’re typing.

sha 0

sharepoint

You've seen these resulis before
SharePoint 2013 : Migration d'un site SharePoint 2007 simple | SharePoint by Benoit J

La Conf'SharePoint, c'est fini, et ¢'était Pluto bien ! | SharePoint by Benoit Jester (Asipd

These suggestions are managed in 2 ways:

e Automatic : SharePoint learns from tour searches and build suggestions,
e Manual: you add or block suggestions lists.

Note: For this article | used search results issued from the crawl of my blog, but this obviously works
with documents.

“Automatic” suggestions (managed by SharePoint)

As | said in the introduction, SharePoint learns from your searches, including actions you perform on
search results.

If you run a search (a query), and that for this query:

e You click 6 or more times on the search results (this can be 6 distinct elements), SharePoint will
create a suggestion for this query,



e You click a few times (I have not counted exactly) on an element: this element will then enter
your "Personal Favorites" and SharePoint will create a suggestion for this element in the "You've
seen thesis results before" section.

These suggestions are generated daily, via a timer job named "Prepare query Suggestions"

Job Title -
Prepare guery suggestions

Job Description
Prepares candidate queries for query suggestion and performs pre-computations for

result block ranking.

Job Properties o
: - , Web application: MN/A
This section lists the properties
for this job. .
. Last run time: B/13/2013 7:571 AM

Recurring Schadule

This timer job is scheduled to run:
Use this section to medify the J

schedule specifying when the O Minutes Starting every day between
timer job will run. Daily, weekly, O Hourly 1AM DD

and monthly schedules also

include a window of execution. ® Daily and no later than

The timer service will pick a ‘e Weekly 11 PM 30

random time within this interval
to begin executing the job on O Monthly
each applicable server. This
feature is appropriate for high-
load jobs which run on multple
servers on the farm. Running this
type of job on all the servers
simultaneously might place an
unreasonable load on the farm.
To speafy an exact starting time,
set the beginning and ending
times of the interval to the same
value,

This timer job uses the informations stored in the database (named here)
"Search_Service_Application_LinkStoreDB_GUID", and in the table" MSSQLogPageClick ".

= |:] Search_Service_Application_LinksStoreDB_0c21b3353ce64d69aa 12483
[ Database Diagrams
[= [ Tables

[ System Tables

[El dbo.MS5Configuration

El dba.M550rdinal

E dbo.M55QLog0 14PageClick

dbo.MSS0LogPageClick

[l dbo.M550LogPageImpressionBlodk

FHHHFEFEE

It is important to note that these suggestions are handled in this case by "Result Source" and by site
collection.


http://spasipe.files.wordpress.com/2013/06/19.png

Manual suggestions (managed by you)

You (the SharePoint administrator) can manage manually suggestions in 2 ways, via:

e The search service application,
o PowerShell.

Warning: These two methods do not have the same behavior (see below and the next chapter).

In summary, using the central administration you will deploy on the entire farm while in PowerShell that
will target a couple SPWeb / Result Source (not to mention suggestions file that the format differs).

1. For the first case, click on the Search service application, and then click on "Query Suggestions"

Queries and Results

Authoritative Pages

Result Sources

Query Rules

Query Client Types

Search Schema
[Eluer}f Suggegti-:hns]

Search Dictionarnes

Search Result Removal

2. The screen is as follows, and is relatively simple, it is possible to:

e Enable or disable suggestions,

e Change the language for which you want to configure suggestions,
e Import / Export list of words / phrases to always suggest,

e Import / Export list of words / phrases to never suggest.



Query Suggestion Settings

Search Suggestions

Show search suggestions as users type inthe
search box (if not disabled by user).

Language for suggestion phrases

. . . Language:
Choose the language for which to import and guag

export query suggestion phrases,
AneEEE . English ﬂ

Always suggest phraszes
o Always suggest phrases:
Always suggest the following list of phrases.
Import from text file
Export to text file

Mever suggest phrases

L Mever suggest phrases:
Mever suggest the following list of phrases.

Import from text file
Export to text file

3. The suggestions update (those will be displayed or those that will be blocked) is done by uploading a
formatted file as below.

(A subliminal message for users has been inserted in the suggestions ... In English: “SharePoint you
have a problem you have to cope on your own”)

£l Import.txt - Notepad
File Edit Format View Help

SharePoint 2818

SharePoint 2813

SharePoint formation
SharePoint vous avez un probleme debrouillez-wvous

Each file upload overwrites suggestions list in use, the most "secure" method is:

e Export the file,
e Modify it,
o Upload it again.



Note the difference with the "automatic" suggestions management: here the suggestions will be
deployed on all the "Result Sources" and all site collections.

4. Once the file has been re-uploaded, there is an operation to do if you want to test immediately, which
is it?

Force the execution of the "Prepare Query Suggestion" timer job, of course.

5. Result:

sh 0

SharePoint 2010

SharePoint 2013
SharePoint formation
SharePoint vous avez un probleme debrouillez-vous

sharepoint

You've seen these resulis before
SharePoint 2013 : Migration d'un site SharePoint 2007 simple | SharePoint by Benoit J

La Conf'SharePoint, c'est fini, et c'était Pluto bien ! | SharePoint by Benoit Jester (Asipd

Deploy a suggestions list with PowerShell
In the case of a PowerShell deployment, it is important to note two important points:

e The file format changes over the use through the central administration,
e The deployment is not global as a "Result Source" and a SPWeb are required parameters.

Concerning the suggestions file, it must be composed of the following fields, separated by a comma:

e Query Text: Your suggestion

e Query Count: The number of times the query has been executed,

e Click Count: The number of times the user has clicked on a result related to the keyword -
Important! This parameter will influence the positioning of the suggestion in the list,

e LCID: The identifier of the language.

In addition, to the suggestions appear, the "Click Count" needs to be set at least set as 5.



1. The Import-SPEnterpriseSearchPopularQueries cmdlet will be your best friend for a suggestions
deployment.

You will find at the bottom of this TechNet page the commands to launch to import a suggestions file.
2. And as usual, launch the timer job to start testing immediately!

Start-SPTimerJob -Identity "prepare query suggestions"

Configuring the Search Center webparts

Other topic relevant to suggestions, the ability to change the search webparts configuration.

1. Concerning the search webpart, you can refer to the Configure properties of the Search Box Web Part
in SharePoint Server 2013 article for more information about it, but know that there is a section
reserved for suggestions:

[=] Query Suggestions Help

W] Show suggestions
[]Show people name

suggestions

Mumber of query suggestions

5

Minimum number of characters

2

Suggestions delay (in
milliseconds)

100

M Show personal favorite results
Mumber of personal favorites

3

2. For the results webpart, have a look at this article: Configure properties of the Search Results Web
Part in SharePoint Server 2013.

As for the search webpart, you have the ability to display (or not) you’re "Personal Favorites":


http://technet.microsoft.com/fr-fr/library/jj219665.aspx
http://technet.microsoft.com/fr-fr/library/gg576963.aspx
http://technet.microsoft.com/fr-fr/library/gg576963.aspx
http://technet.microsoft.com/fr-fr/library/gg549987.aspx
http://technet.microsoft.com/fr-fr/library/gg549987.aspx

[=] Settings Help

Results settings
MNumber of results per page

10

E Show ranked results

W] Show promoted results

M Show "Did you mean?"
[E Show personal favorites ]

[]Show View Duplicates link

[]Show link to search center
Specify the search center in
Search Settings

The "Personal Favorites" appear like this in the webpart results:

SharePoint

:> sharepoint L0

Everything People Conversations Videos

Result type You've set_en this result .befor_e _ ] _
SharePoint 2013 : Migration d'un site SharePoint 2007 sim...

PDF

PowerPoint SharePoint by Benoit Jester (Asipe) | SharePoint & to...

Catégories:SharePoint 2013 Tags:Office Web Apps Server, PDF, SharePoint 2013,

SharePoint Site Word Web App ... Lire des articles consacrés 4 SharePoint 2013 sur un blog c'est bien

Team Site (surtout si c'est le ...
spasipe.wordpress.com
Web page
Vous cherchez | SharePoint by Benoit Jester (Asipe)
Author SharePoint 2013 : Migration d’un site SharePoint 2010 simple SharePoint 2013 :
Migration d'un site SharePoint 2007 simple Migrer vers SharePoint 2013 ...
System Account spasipe.wordpress.com/vous-cherchez/

Benoit Jester
About / Contact | SharePoint by Benoit Jester (Asipe)
en tant que développeur asp puis .net, je suis tombé dans la marmite SharePoint en
Isha Kapoor (SharePoint... 2005 ... ce blog pour partager mes infos sur les sujets SharePoint et ce qui peut
graviter autour ...
spasipe.wordpress.com/contact/

CONFSP\administrator

Vesa Juvonen

SHOW MORE



Conclusion

These "Query Suggestions" are really interesting in this SharePoint 2013 version search.

You can easily imagine an implementation of suggestions guided by business, to allow their users to
more easily find documents and other information’s.

Not to mention the jokes to do at your IT colleagues:

"I do not understand, | began to type 'doc’, he proposed me 'Document with compromising photos of
XXXX".
References

e Manage query suggestions in SharePoint Server 2013,
e Manage the Search Center.



http://technet.microsoft.com/en-us/library/jj721441.aspx
http://technet.microsoft.com/en-us/library/jj851144.aspx

SharePoint 2013 - Search: User Segmentation

Introduction

The concept of "User Segmentation" is a new feature in SharePoint 2013 that allows you to view search
results based on user attributes, named "User Segments".

When | speak of attributes, these are not only attributes coming from the user's profile, they can be of
any type as the type of browser used, as you must code what you choose to be the criterion, so you
have a wide field of action.

The principle is a WebPart (you have developed) will attempt to match the value of the chosen attribute
with the value of a Term specified as the "User Segment" of a Query Rule.

If the term is found, its ID is passed to the query and the action of the Query Rule is executed.

Note: If you did not understand the previous two sentences, | urge you to go read the following article
(in French right now): SharePoint 2013: Search — Presentation of Query Rules,

Scenario chosen for this article
| choose for this article the "Function" field:

e "Job Title" Attribute in Active Directory,
e "SPS-JobTitle" Internal name in SharePoint.

| will display a different "Promoted Result" depending on whether the function of the person is a
"Tyrannical manager" or "Exploited employee".

The steps
The 3 steps to implement this system are:

e Create a Term for each "User Segment",

e Develop a webpart inheriting the ContentBySearchWebPart and which will take into account
these Terms,

e Create (or more) query rule (s) to treat different "User Segment".

Step 1: Create the terms relating to the "User Segments"

Create via the interface or code the Terms representing the values of the property on which you want to
start, here "Tyrannical manager" and "Employee".

You can create these Terms in several ways:

1. by matching user properties


http://spasipe.wordpress.com/2013/06/13/sharepoint-2013-recherche-presentation-des-query-rules/

Good news in this case, SharePoint 2013 uses a default Term Set named "People" to store the
Department, Job Title and Location property values, issued from the User Profiles.

And it is precisely on this Term Set "Job Title" that | will base myself for this article.

4 %MMS

4 g__'} Department
(=] SharePoint Team
(=] S0L Team

4 ) Job Title
(=] Manager tyrannigue
(=_] Shire exploité

E__‘} Location
2. Via the your site collection "Site Settings"

3. Via code

NavigationTerm term = navigationTermSet.CreateTerm("Tyrannique", NavigationLinkType.FriendlyUrl,
Guid.NewGuid());

Step 2: Create the Webpart

Note: If you cannot develop (or do not want to, it also works in this case), some articles located at the
end of this article (in the "References" chapter) provide ready to use Visual Studio source code.

To develop this webpart, you will have to:

e Make it inherit ContentBySearchWebPart

—Inamespace SPAsipe.Devs.UserSegmentation

i
[ToeclboxItemAttribute(false)]
- public class UserSegmentationWP :|ContentBySearchilebPart

i

e Implement the "Onload" method as follows



protected override wvoid OnLoad(EventhArgs e)
1
if (this.appManager != null)
1

if (this.AppManager.Queryaroups.ContainsKey(this.QueryGroupName) &&
(this.AppManager.Queryaroups[this.QueryaroupName].DataProvider != null))

]

ff Définissez le nom de la méthode & utiliser, ici "GetUserlobTitle"
this.AppManager.QueryGroups[this.QueryGroupName].DataProvider.
BeforeSerializeToClient += new
BeforeSerializeToClientEventHandler{{GetUserJobTitle} ;)

e Create the method that will attempt to match your property with one of the Terms, by
specifying the property to be used and the name of the Term Set

private void GetUserJobTitle(object sender, BeforeSerializeToClientEventArgs e)
{
// variables locales
DataProviderScriptiebPart dataProvider = sender as DataProviderScriptWebPart;
string[] jobTitle = new string[l];
string termID = string.Empty;

try
{
// Service Context
SPServiceContext ctx = SPServiceContext.Current;

// Requéte pour récupérer le "Title Job™ de 1'utilisateur courant, aka propriété "Title"

string userlobTitle = Use’P'cfile.‘-'.anage',Ge‘tStringSingleProperty\lalueForUser(ctx,
SPContext.Current.Web.Currentlser. LoginName) ;

/4 51 une valeur est trouvée

if (!string.IsNullOrEmpty(userdobTitle))

1

// 0On teste si le Term Set adéquat, ici "Job Title", existe
TaxonomySession txSession = new TaxonomySession(SPContext ent.Site);
TermSetCollection tsCollection = txSession.GetTermSets{™Job Title™) 1033);
// Si le Term Set est trouvé

if ((tsCellection != null) && (tsCollection.Count > @))

1
// On récupére le Term Set
TermSet jobTitleTermSet = tsCollection[@];

// 0On cherche le Term (le "Title Job" de 1'utilisateur courant) dans le Term Set
TermCollection termCollection = jobTitleTermSet.GetTerms(userdobTitle, false);

/{ 51 une valeur est trouvée

if (termCollection.Count > @)
termID = termCollection[@].Id.TeString();

e Compile, build, and deploy your WSP



= Administrator: SharePoint 2013 Management Shell I;li-

Uzers~administrator . CONFSP> Add—-S5PSolution -LiteralPath C:sTemp SPAszipe.De
rSegmentation.wsp

Solutionld Deployed
pasipe.devs . .usersegmentati... 4f49h345—fc21-4fB8-a?2d—4821b638d6cB False

PS C:xUserssadministrator . .CONFSP> Install-SPESolution —Identity SPAsipe.Devs.User
Fegnentation.wsp —WebApplication http://migration2813 . confsp.local —GACDeploymen

PS C:sUserssadministrator . CONFEP>

e Insert the webpart, and insert a second webpart : your custom webpart or a "Content Search"
that you configure as follows (it retrieves the results of your custom webpart)

Search User Segmentation - Semﬂ
&

Step 3: Create the Query Rule(s)

1. Create a Query Rule and click on "Add User Segment" in the boxed section below

4 Context

L

You can restrict thi
queries performed on a Query is performed on these sources
|33|':|CL||3' result source, from a

P (® All sources

particular catega
ng a () One of these sources

ar |3':- a USEr matcr

Recommended [tems remove

Add Source

Query is performed from these categories
(® All categories
(0 One of these categories

Add Category

Query is performed by these user segments
O All user segments
(® One of these user segments

Add User Segment

2. Enter a title and click on "Add user segment term"



Add User Segment x

Title:
| hanager x

| Add user segment term |

Save Cancel

3. Select your Term and click on "Save" in the 2 windows

Import from term store

Find term sets that include the following terms.

| +

4 {é' MMS
4 People
I» 3y Department
4 ) Job Title
Wanager tyrannigue
Shire exploité

g_‘_} Location W

Sawve Cancel

4. In the "Query Conditions" section, click on "Remove Condition"

Query Conditions
Define when a user's search hax |QL|er‘_‘,f Matches Keyword Exactly j

query makes this rule fire. You Quary axactly matches one of these phrases (semi-colon separatad)
can specify multiple conditions |

of different types, or remaove all

conditions to fire for any query —

text. Every query condition [ Remove Condition ]
becames false if the query is not

a simple keyward query, such as Add Alternate Condition

if it has quotes, property filters,
parentheses, ar special
operators.

This has the effect of triggering the rule on all requests



Query Conditions

Define when a user's search hax

This rule fires on any query text.

queny makes this rule fire. You

can specify multiple conditions Adld Condition
af different types, ar rermaove all

conditions ta fire far any query

text, Every query condition

becoamnes false if the query is not

a simple keywaord query, such as

if it has quotes, property filters,

parentheses, ar special

operators

5. Add your Promoted Result (or whatever) and click on "Save".
In the end:

Defined for this site (2)

PE
/2172013

Bahamas
72172013

Add Promoted Results

Ten prochain employeur si tu finis
pas tes dossier...

Add Promoted Results
Une idée sympa pour vos

VaCcances ...

Here, a "Tyrannical manager" will see a holiday image (Bahamas), while a "Employee" will see the logo
of the French agency managing unemployed people, with an encouragement message : “Finish your

work, or you will go the agency !” ...

Result

1. I launch my page as an "Administrator" (the manager), and | see the picture configured in the Query

Rule

SharePoint

BROWSE PAGE

Home

User Segmentation /' EDIT LNKS

Results

Notebook
Documents

Site Contents

# EDIT LINKS

Jong i 3
— . -

déee sympa pourvos vacd

Administrator v

) SHARE Yy fouOw / EDIT |

e

Search this site gl



2. | then log in as myself (the employee!), and | see my "custom" picture...

BROWSE  PAGE ) SHARE Yy Fouow / om0
: User Segmentation /' EDIT LINKS Search this site o)
Home

Notebook

Documents g
Site Contents .
Ton proc

/' EDIT LINKS

péle emploi

Anonymous access

| recommend the reading of this article from Waldek Mastykarz, on problems using "Content Search
Web / User Segments / Anonymous Search Results Cache".

In summary:

It seems that at this moment it is not possible to use Anonymous Cache Search Results with User
Segments.

References

e User segmentation in SharePoint 2013,

e Using User Context (AKA Segmentation) in Search with SharePoint 2013

e Set up User Segmentation to drive adaptive experiences in a Product Catalog in SharePoint 2013
e Using the Anonymous search results cache on SharePoint 2013 public-facing websites

e Adaptive experiences in a Product Catalog in SharePoint 2013 using Facebook location data

e User Context Sensitive Searching In SharePoint 2013 Part 1



http://blog.mastykarz.nl/inconvenient-anonymous-search-results-cache-user-segments
http://msdn.microsoft.com/fr-fr/library/jj870831.aspx
http://blogs.technet.com/b/speschka/archive/2012/12/02/using-user-context-aka-as-segmentation-in-search-with-sharepoint-2013.aspx
http://blogs.msdn.com/b/adaptive_experiences_in_sharepoint_2013/archive/2012/11/14/set-up-user-segmentation-to-drive-adaptive-experiences-in-a-product-catalog-in-sharepoint-2013.aspx
http://blog.mastykarz.nl/inconvenient-anonymous-search-results-cache-user-segments
http://blogs.msdn.com/b/adaptive_experiences_in_sharepoint_2013/archive/2012/11/16/adaptive-experiences-in-a-product-catalog-in-sharepoint-2013-using-facebook-location-data.aspx
http://richardstk.wordpress.com/2013/07/12/user-context-sensitive-searching-in-sharepoint-2013-part-1

Yammer - How to train and certify?

If you have not heard of Yammer - especially lately - it's time for you to read some news!

Yammer is "The Enterprise Social Network", acquired by Microsoft last year.
Introduction

The purpose of this article is not to explain what Yammer is, but to provide you with resources to train
and ... to certify. Because yes, there are Yammer certifications!

Here are some links to start (some of them are in French):

e Intégration Yammer et SharePoint Online (Office 365), étape 1 ...

e Integrate Yammer with on-premises SharePoint 2013 environments

e Lastratégie “Social” de Microsoft autour de SharePoint 2013 et Yammer...
e Du RSE a l'entreprise sociale avec Yammer

e “Emploi et Numérique”, comment le RSE Yammer peut aider les DRH

e http://fr.wikipedia.org/wiki/Yammer

e Le microblogging d’entreprise selon Yammer

e SharePoint & Yammer : roadmap pour les mois a venir

Resources provided by Yammer
Yammer provides 2 types of resources:

e Training and certifications,
e Asite providing resources on the product.

Let’s start with the certifications.

You will find on the dedicated website 4 available certifications:

COMMUNy

yammer:
Certified Certified

#anact® TRAINE®

YAMMER POWER USER YAMMER COMMUNITY YAMMER TRAINER YAMMER ADMINISTRATOR
CERTIFICATION MANAGER CERTIFICATION CERTIFICATION CERTIFICATION

For all certifications, exams are preceded by training (Course & Exam).

For the "Power User" and "Administrator" certifications, a test is optional for certification.


http://blogs.developpeur.org/patricg/archive/2013/06/12/int-gration-yammer-dans-sharepoint-online-office-365-tape-1.aspx
http://www.microsoft.com/en-us/download/details.aspx?id=39357
http://abalon.fr/blog/la-stratgie-social-de-microsoft-autour-de-sharepoint-2013-et-yammer
http://www.slideshare.net/guillaumemeyer/du-rse-lentreprise-sociale-avec-yammer
http://www.eryemconseil.com/2013/07/emploi-et-numerique-comment-le-rse-yammer-peut-aider-les-drh/
http://fr.wikipedia.org/wiki/Yammer
http://ocarbone.free.fr/blog/?p=407
http://blogs.msdn.com/b/sharepointfrance/archive/2013/03/25/sharepoint-amp-yammer-roadmap-pour-les-mois-224-venir.aspx
https://about.yammer.com/certifications

o~ M~ -~

S99 TESTONLY 5299 COURSE & EXAM

Test Only Course & Exam

So maybe you're like my colleague to whom | presented the "Power User" certification and whose
response was "299S is expensive to learn FaceBook!”?

The fact is that Yammer is not just for posting and tagging people.

Do you know for example that Yammer allows to:

e Manage a hierarchy as a chart

: e
asipe.net

rch for people, groups and conversations ol +4 Add People Groups Files Apps

n Benoit Jester org C hart Find User

M Home

Big Boss Benolt Jester
B inbox O —1 Admin SharePoint +) Add Report

GROUPS (+
[ A1 company

+) Add Colleague
Q Browse Groups

o= Create Group

English (US Start Translating AvboutUs Pricing Apps Developers Jobs Blog Terms Privacy Help

e Create a note and ask your colleagues to check or edit it



8 My Networks -

asipe.net

‘ L || Searct sl 4L Add | People Groups Files Apps
Notifications
n Big Boss (% Benoit Jester publishad a new Nota Ma super note. GETTING STARTED
20%
- Ma super note
Posted in All Company - Notes = Complete your profile

# Home « Invite your team

+ GelYammer for desktop
Inbox
e * Getthe mobile app
GROUPS (*)
1 minute ago

B 41 company SUGGESTED PEOPLE see al

Q Browse Groups G[ Benoit Jester wants you to editthe Note Ma super note. ] Benoil Jester =

o Create Group Admin SharePoint

. Ma super note
Pasted in All Company - Noles Add tot et Add
SUGGESTED GROUPS see al
n Customer Stories T
2 minutes ago

' HR Join -

COMPANY RESOURCES

Metwork admins can postfiles and Notes
here for quick access by everyane in their
network. Upgrade your network o
become a network admin

Upgrade Your Network

e See which apps are the most used by members of your network

All Apps

All Yammer

Name Developer Users

Android Yammer. Inc. . . . and 253 others are using this app

i

BlackBeny Yammer, Inc. .‘ ' and 10 others are using this app Learn More

Chrome Extension Yammer Inc.

Deskop Yammer. Inc ' . . and 1018 others are using this app
IPad Yammer, Inc. . . . and 382 others are using this app
iPhone Yammer. Inc - . ‘ and 575 others are using this app

JOOE < BE

] 1 H §
ERRE

Salesforce. com Yammer inc . ‘ are using this app



If this is not the case, then perhaps that training would be beneficial for you, to learn a little more about
the product!

To do so, | will present later in this article sites and free resources that will help you to take a look at the
Yammer universe.

Firstly the second point that | quoted at the beginning of this chapter: the Yammer "Success Center":
http://success.yammer.com

There is a lot of information in the different menus.

Grovo.com

On the Grovo.com site, especially on the Yammer section, you will find a list of 25 (short) videos, each of
them ending with a quiz that will verify that you did not fall asleep during the video.

During the (free) three days after you register, you can take access to all resources:
Become an expert in minutes with Yammer videos

y" Yammer
2 Total Lessons: 25 | C)] Duration: 56:50

)

1. Why is Yammer So Popular? 14. Collaborate with contractors

2. Create a Profile You're Proud of 15. Connect with HootSuite, IFTTT and more, in__.
3. How do | Use the Yammer Home Feed? 16. Display Your Social Media Expertise

4. Why Should | Use Yammer with Co-workers? 17 Easily See your Company’s Connections
5. How do | Remove Employees From a Netw...  18. Upload a File in One Click

6. Why Should | Follow People on Yammer? 19. Get a Document in the Right Hands

7. Bxplain Yammer Messages in 60 Seconds 20_Keep your Uploaded Files Current

8 Manage Feeds 21. Take MNotes Together

9. Import RSS Feeds 22 Get Live Feedback on a note

10. Assign and Follow Topics 23.How Can | Get Updates About a File?

1. Why Do | Get So Many Yammer Emails? 24 How Do | Turn Off Notifications?

12. Search Yammer, in a Flash 25 How Do | Install the Yammer app?

13. Why are Yammer Groups So Useful?

| found the content interesting, in any case you will learn a lot of things.

And if you're studious, you will pick the Holy Grail, namely your Grovo certification (which has no value).


http://success.yammer.com/
http://www.grovo.com/browse/product/yammer

CERTIFIED

GROVO

Vodeclic.com

On the Vodeclic.com site, you have a Yammer section (in French), again with a free period (30 days this
time), but for which we still have to enter a credit card number.

» Yammer

y: 2h38 de pédagogie - 27 formations
- Publie le Mars 2013

| have not tested for not adhering to this principle, but at worst you have three video on the homepage
for you to notice.

Videos

e Yammer: The Power of Social Networking Inside Government Agencies



http://www.vodeclic.com/fr/formation/597-yammer
http://www.howto.gov/training/classes/yammer

Troubleshooting article - Office Web Apps Installation & configuration
issues

Introduction

Office Web Apps 2013 server can be used for SharePoint 2013, Exchange Server 2013 or Lync 2013. You
have to create an Office Web App Farm. After that, you can use your new farm by simple binding on the
client server.

Office Web Apps then and now

Exchange

ES
Party
Viewer

Troubleshooting

[ssue 1:

You executed the command to bind your Office Web App farm with your SharePoint farm but you don’t
have any feature for open document using your Office Web App server.

Resolution:
e Check if the binding is executed correctly with the command: Get-SPWOPIBinding



Hord
Doc

pplication
xtension

attend

Falze
sru—iox—win.cloudapp.net
external-https

Hord
DOCH

attend

Falze
sru—iox—win.cloudapp.net
external-https

Hord
DOGCH

attend

Falze
sru—iox—win.cloudapp.net
external-https

Hord
DoT

attend

Falze
srv—iox—win.cloudapp.net
external-https

Hord
DOTH

attend

Falze
srv—1ox—win.cloudapp.net
external-https

Hord
DOTH

pplication
xtension

attend

Falze

srv—1ox—win.c loudapp.net
external-https

Check if all information is correct. If some information are wrong follow this steps:
e Change the WOPIZone: use the Set-SPWOPIZone command to change it
e Change the server name: use Remove-SPWOPIBinding and after new-SPWOPIBinding to
recreate it.

After that, if the feature is still not available check your certificate for https connection (if you’re using
https transport, it's recommended for production farm)

If you get an error on your https certificate you need to correct it.

To control if your certificate is valid, you can simply open your browser and open the webpage:
https://my-owa-server/hosting/discovery (replace my-owa-server by the name of your server)

If your problem is not solved, try to get more information's in the Office Web App logs.


https://my-owa-server/hosting/discovery

[ssue 2

Your Binding is correct but you got "something went wrong" error message when you try to show a
document preview or open document using Office Web App Farm.

Resolution

e You can't use the Office Web App viewer feature with SharePoint farm account. Check if you are
logged in with user account and not service account.

e If your problem is not solved, control the service availability of your Office Web App farm by using
your browser for example and open the
https://my-owa-server/hosting/discovery (replace my-owa-server by the name of your server)

e To get more information about your problem and maybe find help on SharePoint Community
forums, you can try to identify the error directly in the logs of your Office Web App farm.

[ssue 3

Your SharePoint farm is bind with your Office Web App farm but when you try to open document it use
the client application by default and not Office Web App.

Resolution

You need do disable the "open in client application" feature, when this feature is disabled; all the office
documents will be open using Office Web App farm by default.

[ssue 4

Your binding between your SharePoint farm and your Office Web App is working fine and you can open
some document using Office Web App but you can't edit any documents

Resolution

e Open a PowerShell terminal on your Office Web App server as administrator
o [Execute Set-OfficeWebAppsFarm -EditingEnabled

Note: To edit documents using Office Web App you need to turn on user licensing. If you have a
licensing issue please execute this command in PowerShell as administrator on your Office Web App
server

SUL = New-SPUserLicenseMapping -Security Group "SP Users" —License OfficeWebAppsEdit

SUL | Add-SPUserLicenseMapping

Enable-SPUserLicensing

New-OfficeWebAppsFarm -Verbose -InternalUrl https://my-owa-server-name -ExternalUrl https://owa-
fgdn -CertificateName "My cert" -ClipartEnabled -TranslationEnable -EditingEnabled



https://my-owa-server/hosting/discovery
https://my-owa-server-name/
https://owa-fqdn/
https://owa-fqdn/

[ssue 5

Your Office Web App farm is inaccessible via SharePoint

Resolution

e Check if your server is in good state

e Check all Office Web App services are correctly started

e Control the proxy parameter is correct

e Check your firewall rules applied on your server environment
e Try to identify the problem directly in the Office Web App logs



Troubleshooting article - Duet 2.0 Issues

Introduction

DUET 2.0 is a solution developed by SAP & Microsoft to provide some features for interaction with SAP
system using SharePoint. In the package we can find an SSO provided feature, some web parts, OData
service provisioning...

DUET must be installed on SAP side for OData service provisioning and others features and of course on
the SharePoint Side.

S ) S

!

1 |

EMA AP/ North America
SharePoint Server farm SharePoint Server farm SharePoint Server farm
Duet Enterprise 2.0 Duet Enterprise 2.0 Duet Enterprise 2.0
SharePoint Add-on SharePoint Add-on SharePoint Add-on

SAP NetWeaver Gateway

Duet Enterprise 2.0
SAP Add-on

Troubleshooting

[ssue 1:

You installed DUET 2.0 on your SharePoint farm but some services do not work properly.

Resolution:
e Check the configuration of DUET using the DuetConfig.exe -CheckConfiguration (you can find
duetconfig.exe directly in the installation directory: %ProgramFiles%/Duet Enterprise/2.0/ )



ar
t while the ch
npl

o DuetConfig will generate an html report, you need to get all green points on the report to
validate your installation.

Duet Enterprise Configuration Check

Overall Status

" Status ‘ Message

‘v Success [ Configuration check was successful. Please review individual checks for further details.

Farm-scoped Features

Status [ Feature Farmld

T

Role Sync

Success | ) f3c77628-f768-4970-86f9-75592f 7ac300
Diagnostic checks...

Validate Root Authority Certificate

Success f3c77628-f768-4970-86f9-75592f 7ac300
Diagnostic checks...

Security

Success f3c77628-f768-4970-86f9-75592f 7ac300
Diagnostic checks...

WebApplication-scoped Features

| Status [ Feature iWeb Application

‘ Publishing Settings

Success
Diagnostic checks...

Reporting

Success

immmactic ahacle

e Check the installation directory if you have all required files



[ssue 2

BDC Models

} Solutions

‘ Supportability
DuetConfig
Type: Application

DuetConfig.Intl.dll
Type: Application extension

7 OBA.Server.Logging.Resources.dll
';«, | Type: Application extension

You got an error concerning publishing site, the duet configuration report alert about publishing feature

can't work properly

Failure  PublishingUrl

Checks and validates the
PublishingUrl configuration

The Duet Enterprise Publishing URL
] ) is not managed under the

Configure Duet Enterprise with a valid
publishing URL which belongs to the

Resolution:

setting,

configured web application.

configured weh-application.

You need a webapp with publishing feature activated, you need to check if it's your case.
After that you need to remove some host header on this web app to give the access on your duet

feature.

> Y & EL < E |

,// 4‘(’)‘4 0 h = 1=} ‘J 1: | gl::

ET JMET Error JNET .MET Profile  .NET Trust Application  Connection

iilation Pages Globalization Levels Settings Strings
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i https 443 *

icati Editi, I
Remove: I

?_] EBrowse I

wdler

pings < | _Ll

I

e _cee |

tput Request S50 Settings

ij Basic Settings...

View Applications

View Virtual Directories

Manage Web Site A
= Restart
P Start

@ stop

Browse Web Site

Browse *:443 (https)

Advanced Settings...

Configure
Failed Request Tracing...
Limits. ..

D Install Application From Gallery

Deploy A
f;‘ Install Application From Gallery
%l Export application...



If you need an access on multiple URL use AAM (Alternate Access Mapping available in SharePoint
central administration)

15 Web Applications
NQ Manage web applications Configure alternate access mappings

. Configure the internal and public URL mapping for web
L"g& | Site COl_leCtlonS _ . . lapplications in the Farm
—  Create site collections Delete a site collection = Confirm site use and ageretion

Specify quota templates  Configure quotas and locks = Change site collection administrators
View all site collections = Configure self-service site creation

[ssue 3

When you trying to import BDCM via BCS you get a Lob System returned authentication error.

Resolution

e Check if the configuration of DUET is in good state

e Check if the account that you use for the import have the rights in SAP System

e Your account need to be administrator of BCS to import BDCM

e You can try to get more information about your error directly in SAP Logs.

e If you using User Mapping in your SAP system, check if the mapping is correct and sure that you
have only one way account mapping.

[ssue 4

When you trying to create an external content type using SAP WCF, you got an error during the creation
"authentication error"

Resolution:

¢ You need to check if your account have the right in SAP system to use this SAP WCF
e When you entering you credential, don't put the domain.

e Check if your metadata url using HTTPS and the endpoint using HTTPS

e Check the certificate is valid for your https metadata url and endpoint.

[ssue 5

You want to use SSO provided by DUET but it do not work



Kole Sync

Success
Diagnostic checks...

Validate Root Authority Certificate

Diagnostic checks...
Name of the

Failre Result TR, Description Message Remedy
Validate Root Root authority There was as an error while checking root authority certificate configured in secure store service application
Failure Authority certificate Please check the SharePoint logs for more detalls.
Certificate validation check Correlation Id: 00000000-0000-0000-0000-000000000000
Security

Diagnostic checks...

Result ame oftha Description Message Remedy
check
Failure
Round trip security, The Security check failed with error: Finder method call failed. Exception in Please check connectivity to the
|z s : 2 2 £ > SAP system. Contact the
| Failure RoundTripCheck configuration and invoking the ODataExtensionProvider of type >
| 5 SharePoint administrator for
performance check OBA.Server.Canary.ObaOdataServerExtensionProvider'. %
additional information.
Resolution

e Go to the SharePoint Central administration and check this points
o You have Duet application in your secure store
o The SAP GW Certificate is correctly installed and set in the secure store
o The DUET certificate generated on SharePoint side is correctly installed on your SAP
environment.



Troubleshooting article - SharePoint 2013 General issues

Introduction

SharePoint 2013 gives some great improvements on your SharePoint platform and your business. These
solutions become the IT Access point with some great features perfectly integrated with some Microsoft
environment already installed in companies.

Microsoft®

SharePoint

communities,
follows, likes, Yammer

Cloud rability
full-spectrum PM, office 365, azure business connectivity

unified tasks, site services, external services, hybrid,
mailbox sharing, internet sites OData, Duet

Compliance
SkyDrive Pro for anywhere access on policy and discovery

document sync and Windows 8, Windows across SP/ Exch/Lync,
offline working Phone, and IOS Prodiance

Internet BI

personalization, excel 2013, powerview, experience, single core,
multi-lingual sites, powerpivot, excel adaptive, graphical
Dreamweaver support services, access services refiners, search apps



Troubleshooting

Issue 1:

4 Catégorie : Configuration (1)

B Des dépendances cdté serveur sont manguantes.

You get some missing dependency alert in your SharePoint farm health analyzer

Resolution:
Two ways to resolve this problem:

Using FeatureAdmin tool provided by CodePlex Community (you can download it at this url:
http://featureadmin.codeplex.com/)

Using SQL on your SharePoint Databases (you need to back up your database and it not
recommended, only for advanced SharePoint administrator)

[MissingSetupFile]
You need to get the URL of missing setup file in the alert in health analyzer. After that put in in this SQL
Request and execute it.

1 select * from AllDocs
2 where SetupPath like '%Features\MetroGrid_Featurel\MetroGridResources\css\custom-

theme\images\ui-icons_cd0Oa0a_256x240.png%'

This request will return all reference of this setupfile
[ Ty Tre——

d

Copy the ID using right click
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After that, execute the delete request.

1 delete from AllDocs where id = '2EDOCF7C-58A7-4274-BFD1-19FA50811519'

The reference has been removed and you can check by reanalyze action in your health analyzer.

For the others problems it's the same procedure.

[MissingFeature]

1 select *

2 from features

3 join webs on (features.webid = webs.id)
4 where featureid = 'Missing Feature ID'

[MissingAssembly]


http://featureadmin.codeplex.com/
http://vlecerf.fr/wp-content/uploads/2013/02/resultselectmissingsetupfile.png
http://vlecerf.fr/wp-content/uploads/2013/02/resultselectmissingsetupfile2.png

SELECT *

from EventReceivers event

join webs on (event.webid = webs.id)

join sites site on (site.id = event.siteid)
where Assembly = ‘Missing assembly name'

ua b WN -

[MissingSiteDefinition]

1 select*
2 from webs
3 where webtemplate = 'Template ID'

[MissingWebPart]
1 select*
2 from AllWebParts webpart
3 join alldocs doc on (webpart.tp_PageUrlID = doc.ID)
4 join sites site on (site.id = webpart.tp_siteid)
5 where tp_WebPartTypeld = ‘Webpart ID’

[ssue 2

[D de corrélation :8d04529¢-5¢a2-0030-644¢c-87¢c824cf7de?

You get a SharePoint error with correlation ID. You need to get more information about this problem.

Resolution:

You can get more information about your problem directly in SharePoint ULS Logs. You can use a

tool (for example: ULS viewer).

R ULS Viewer
File Edit Formatting Tools ‘Window Help

W ¥ x [ notification List | ¥ Show Notifications -

€ Message € Exception

s Reallime |

=[0fx]

-[@] D[ L]D] @ m smart Hghight 100% g

T — . Correlation

[ Value
8d04529¢-5c}a2-0030-644c-| And

Dperation
Contains

V' Restart filtering

Save As Save Load Cancel

I ox |

ol | i

0a0646b3...

5b56a1bs...
e410529c...
e410529c...

Message }J
MetadatawebServicedpplication. GetChanges calle
WefSendRequest: Remotedddress: 'http://xs0673
MetadatawebServicedpplication. GetChanges calle
h i ion.GetChanges calle
Sal Ring buffer status eventsPerSec = 0,processing
Sal Ring buffer status eventsPerSec = 0,processing
Sal Ring buffer status eventsPerSec = 0,processing
Sql Ring buffer status eventsPerSec = 0,processing
Sql Ring buffer status eventsPerSec = 0,processing
Sql Ring buffer status eventsPerSec = 0,processing
Sql Ring buffer status eventsPerSec = 0,processing
Sql Ring buffer status eventsPerSec = 0,processing
Entering monitored scope (Timer Job SchedulingUr
Name=Timer Job SchedulingUnpublish

Leaving Monitored Scope (Timer Job SchedulingUt
-
»

Uls RealTime Running Entry Count {View/Total): 122{122



[ssue 3

In a document library, you want to use multiple document upload but the feature is unavailable

Resolution:

To use multiple upload features you need to get some components like:
e ActiveX installed and activated on your browser
e A browser that support this feature
e The client integration activated in SharePoint Central Administration

Where you can activate the client integration?
Go to your SharePoint central administration and click on Application management > Manage
web applications
Zentral Administration o
o Web Applications

- S
Application 0 Manage web applications = Configure alternate access mappings
Management

System Settings |52, | Site Collections

Select your web application and click on authentication provider, scroll down and change the parameter
Client integration to Yes

Client Integration
N Enable Client Integration?
Disabling

client integration will
rernove f 5

: ¢ Yes " No
client application

authentication mechanisms

{such as Forms)
with client applicat

configuration, users w

upload changes. N
integration is turned on in

ith Forms mode,
anonymous a s should also
be turned on or Form e
client applications may fail to
authenticate correctly,

conjunction s

Save Cancel



Issue 4

Your User Profile Service is correctly configured but when you launched a full synchronization, nothing
is filled

Resolution:

You have different way to synchronize accounts using user profile service. You can use the older method
"import AD" that do not need to start the User Profile synchronizer. The other recommended method
is to use this User Profile Synchronizer.
If you choose the last option, please check if all your configuration is correct:

e The service account and password is correctly configure.

e Your service account have the rights on your AD forest to read it and read all children.

e Your synchronization connector is configured correctly.
You must configure this service using SharePoint Central Administration only! You can't edit parameters
directly in the windows services!
If you always have an issue, try to get more information about this error using ULS logs.

[ssue 5

You developed a solution using SSRS (SQL Server Reporting Service) in SharePoint integrated
mode. In your development you trying to put an SSRS report directly in SharePoint Application Page.
When you trying to access it, you get an error or the report viewer showing blank page.

Resolution

To use report viewer component with SharePoint SSRS integrated mode, you need to check first if
you’re SSRS integrated mode is correctly configured. You can use your browser to check if your
configuration works fine.

(http/https://my_sharepoint/_vti_bin/ReportServer/)

When you are developing your report you must deploy an .RDL file and not an .RDLC (created by visual
studio)

To create a .RDL report you can use Report Builder 3 to create your report and test it directly using your
SharePoint SSRS in integrated mode.

To put your report in your application page you must add some reference to the reporting service and
add the component to your ASPX page (rsweb:ReportViewer) with Remote Server configuration and
give the url of the Report Server integrated in SharePoint:
http/https://my_sharepoint/_vti_bin/ReportServer/



Troubleshooting article - Visual Studio / SharePoint Designer Developer
issues

Introduction

For SharePoint 2013 development, you can use SharePoint Designer 2013 tool for simple development
and Visual Studio with Office 15 SDK to develop SharePoint 2013 Apps, solutions and workflow using
workflow manager 1.0 farm.

SharePoint

Azure Access
Control

Solutions Content

SharePoint
201C

workflow host

Visual P
Studio APPS

SharePoint object model

Workflow Services
Manager

OAuth2

REST calls

SharePoint
Designer Azure Service
Bus

Instances Interop  —
. e

Deployment

Events

In this article, will be explain different issues that you can get during your development.

Troubleshooting - Visual Studio

Issue 1
You want to develop a SharePoint solution but when you try to create a project, you doesn't have any
project template for SharePoint 2013 development.

Resolution:

You need to get the office 15 SDK for office and SharePoint development. You can get this package
directly on Microsoft website http://msdn.microsoft.com/en-US/office/hh133430

You need to install this package and restart your visual studio tool, after that you will get some
SharePoint 2013 projects



http://msdn.microsoft.com/en-US/office/hh133430

GET STARTED HOW-TO VIDEOS (STREAMING) LATEST NEWS

x|
b rEmrd MET Framework 4.5 ~ Sortby: Default - ;;E Search Installed Templates (Ctrl4E) P~
4 Installed
e - . .
u “i Excel 2013 Template visual C# U VI
4 Templates An empty project for creating a SharePoint
4 visual C2 =C# 2013 application.
. Excel 2013 Workbook visual C#
Windows
Wieh —c
4 Office/SharePoint uJ InfoPath 2013 Add-n visual C#
Apps —CE
Office Add-ins EJ Outlook 2013 Add-in visual C#
SharePoint Solutions =
=
Cloud EJ PowerPoint 2013 Add-in Visual C#
Reporting
Silverlight [ =
— "] Project 2013 Add+n Visual C#
Test
WCF —CE
Workfiow [_] visio 2013 Addin Visual C#
I+ Other Languages —CF
P Other Project Types m_‘| Word 2013 Add-in Visual C#
Samples .
-
Word 2013 Document Visual C#
& Online
s
m I Word 2013 Template visual C#
[
EJ SharePoint 2013 - Empty Project Visual C#
(54
% SharePoint 2013 - Silverlight Web Part visual C#
¥ sS4 -
MName: SharePointProject2
Location: Ci\Users\Administrator\DocumentsVisual Studio 2012\Projectsy |' Browse...
Solution name: SharePointProject? Create directory for solution
[[] Add to source contral
Cancel

Issue 2:

You are using TFS (Team Foundation Server) for source code control. You create a SharePoint solution
and you check in your code for the first time on you TFS. When you get the latest version of your
project, the package folder has been deleted from file system and you get this error when you try to
deploy your solution

Error List * 4x
T - Search Error List P~
Description File & Line & Column &  Project &
9 1 Error occurred in deployment step ‘Recyde II5 Application Poal': Object reference not set to an instance of an object. 1] 1] SharePointProject2

When you control your project folder the package folder is missing and it missing in your solution
explorer too.
Search Solution Explorer (Ctrl+8)

nu'__| Solution 'SharePointProject?’
4 [ SharePointProject2
b Properties
P =B Rpeferences
ﬂ Features
= key.snk



Resolution

You have two ways to resolve this problem:

The first is to recreate your visual studio project, drag and drop all you development in the new project.
Delete all old project files from your TFS server and check in to your TFS the new project.

The second solution is to edit in text editor the CSPROJ file of your project.

You need to localize the <itemGroup> and just add:

<None Include="Package\Package.package">
<Packageld>{GUID}</Packageld>

</None>

<None Include="Package\Package.Template.xml">
<DependentUpon>Package.package</DependentUpon>

</None>

You will get this result:

PR Aviiap
<ItemGroup>
<None Include="key.snk" />
<None Include="Package\Package.package">
<PackageId>{Z2bac92e3-a0e(0-4220-8c43-02197dc86596}
</PackageId>
</None>
<None Include="Package\Package.Template.xml">
<DependentUpon>Package .package</DependentUpon>
</None>

You need to restore the package folder from the trash of your server.

After that, you can reopen your SharePoint project and you can get your package folder back.

4 [ sSharePointProject2

b M Properties

- =B References
ﬂ Features

4 Package
| ﬁ Package.package

'ﬁ Package. Template

= key.snk



Issue 3:

You want to debug your SharePoint solution and you got an error message about web application
configuration error.

It's an web.config file error, maybe the web.config file is malformed.

Resolution:

You can control if the file is correctly formed using advanced text editor to get colored syntax or simply
restore the last backup of your web.config file.

If you need to debug quickly and you prefer to take your time to find the problem in your web.config
file, you can just create a new SharePoint web application and modify the url for debug your solution on
this new web app

. ——— g —— 4 g ——n [ ————

Active Deployment Configuration Default

Assembly Deployment Target GlobalAssemblyCache

Indude Assembly In Package True

Project File SharePointProject?. cspraj

Project Folder C:Wsers\Administrator \Documents
Sandboxed Solution Falze

Server Connection Online

Site URL http:/ fwin-m29milrknjdj/
Startup Item {none)

SharePoint designer

[ssue 4:

When you want to use multiple SharePoint designer release (2007, 2010 & 2013), you got an error when
you try to install SharePoint Designer 2013:
Setup Error @

You cannot install the 32-bit version of Office 2010 because you have 64-bit Office
products installed. These 64-bit products are not supported with 32-bit
installations:

Microsoft Office Professional Plus 2010

If you want to install 32-bit Office 2010, you must uninstall all 64-bit Office
products first, and then run setup.exe in the x86 folder. If you want to install 64-bit
Office 2010, close this Setup program, and then either go to the x64 folder at the
root of your CD or DVD and run setup.exe, or get the 64-bit Office 2010 from the
same place you purchased 32-bit Office 2010,

SharePoint Designer 2007 do not exist in 64bits release.



Resolution
You need to uninstall all versions of office or SharePoint designer and install SharePoint designer in this
order:

e Install of SharePoint Designer 2013 x64

e Install of SharePoint Designer 2010 x64

e Install of SharePoint Designer 2007 x32

[ssue 5:

When you trying to open site from SharePoint designer 2013, it crashing.

Resolution:
e Open Regedit
e Search for the key Open Site
(HKEY_CURRENT_USER\Software\Microsoft\Office\15.0\Common\Open Find\Microsoft
SharePoint Designer\Settings\Open Site)
e Delete the ClientGUID key

le Edit View Favorites Help

. EventSystem ;I Name Type | Data
- | Feeds ab| (Default) REG_SZ (value not set)
- FTP ‘.'.'.ﬂclientGUID REG_BINARY 35 8b ff ¢4 1c 4c 17 40 8c 9F 00 5F fc 07 34 a8
- 4 Fusion
- |, GDIPlus
- IME
, IMEJP
., IMEMIP
o Installer
. Internet Connection Wizard
- 1 Internet Explorer
- ) Microsoft Management Console
- ) MS Design Tools
- 4 MSDAIPP
-~ L, M5F
. Notepad
- Office
B- ) 15.0
Bl |, Commen
----- ) Alerts
- | DrawAlerts
----- ) Feedback
----- | General
[~ | Helpviewer
B | Identity
(- | Internet |
[#- || LanguageResources
----- J Licensing
B [ Migration
B |, OpenFind
El- || Microsoft SharePt
B~ || Settings
SN O it
----- FTWatson

e Try to open your site by SharePoint Designer



[ssue 5:

When you try to develop and publish workflow 2013 using visual studio 2013 or SharePoint Designer
you got this error:

Errors were found when compiling the workflow. The workflow files were saved but cannot be run.

Advanced |

Microsoft. Workflow, Client. ActivityValidationException: Workflow XAML failed validation due to the following errors:
Cannot set unknown member 'CompositeTask.RelatedContentLinkListItemIntegerId'. HTTP headers received from t

al
Resolution

If you made several modifications on your farm for example an update, you need to "resync" your farm

using PowerShell
Register-SPWorkflowService -SPSite "SiteURL" -WorkflowHostUri 'WorkflowHostURL' -Force

This command will re-registered your workflow manager machine with SharePoint 2013 and after that
you can just reopen your development tool.

e Visual Studio 2012

e SharePoint Designer 2013



Troubleshooting article - Workflow manager 1.0

Introduction

If you want to use the new workflow SharePoint 2013, you need to install a workflow manager farm
because there are not included in SharePoint Solution.

The workflow manager farm work with 1IS for service exposure, service bus for the communication
between SharePoint farm and Workflow manager farm, workflow manager client to get an application
proxy in your SharePoint farm and SQL Server to store some workflow related data.

/ WEF Farm \

WEF

SPFarm JRUSLELELEE Soryice Bus § Manager

Engine

N »

Hello
Service Bus 1.0
Workflow 1.0

and Sharepoint
Workflow Host




Troubleshooting

Issue 1:
When you install your workflow manager farm and you try to bind your SharePoint farm with your
workflow manager farm, PowerShell term return an error: "Command not found' or an
assembly problem.

Resolution:
e Check if you have the SharePoint standard or enterprise edition, Foundation can't use workflow
2013.
¢ You need to install workflow manager client on your SharePoint farm machine from web platform
installer.
r Workflow Client1.0 23/09/2012 Installed
Issue 2:

When your workflow manager farm is install and you try to access on the endpoint by http or https
protocol, workflow manager return an internal server error.

Resolution:
For an unknown reason, you need to reinstall your workflow manager farm. But before that you need to
try these following steps:

Check if all the service of workflow manager are correctly started (workflow manager backend, service
bus message broker, service bus gateway, windows fabric host service) by using services.msc
command.

Gl Windows Firewal Windows Fi... Manual Local Service

& Windows Font Cache Service Optimizes ...  Started Automatic (D...  Local Service

S Windows Installer Adds, modi... Manual Local System

& Windows Management Instrumentation Provides a... Started Automatic Local System

& Windows Modules Installer Enablesins... Started Manual Local System

'O Windows Presentation Foundation Font Cache 3.0.0.0 Optimizes ... Manual Local Service

& Windows Process Activation Service The Windo... Started Manual Local System

£ Windows Remote Management (WS-Management) Windows R... Started Automatic Network 5...

S Windows Time Maintzins d... Manual Local Service

S Windows Update Enables th... Started Automatic (D... Local System

OLWinHTTP Web Proxy Auto-Discovery Service WinHTTRi...  Started Manual Local Service

& Wired AutoConfig The Wired ... Manual Local System

C: WMI Performance Adapter Provides p.. Manual Local System

! flow Manager Backend W Started Automatic (D... .\Administ...

& Workstation Creates an... Started Automatic Network ...

& World Wide Web Publishing Service Provides W... Started Automatic Local System I ]
-

Extended 4 Standard /

Try to resolve your problem by recycling the workflow management pool by IIS.



oy

15erver L2f r WIN-M2SMIRKNI4D » Application Pools

| &l < 1

es

wos (e

et Information Se |8 qé! Appllcatlon ools
¥ StartPage
= gﬂ WIN-M2SMRKNI4] (W This page lets you view and manage the list of application pocls on the server, Application poals are associated with worker processes,
Y contain one or more applications, and provide isolation among different applications.
L.} Application Pools

& Sites Filter: - Go - %Show All | Graup by: Mo Grouping -
Mame | Status | NET Frame... | Managed Pipeli... | Identity | Applications
Qqﬂaﬁaﬁﬁﬂﬁmfﬁhhaemlﬂﬂﬁs Started v4.0 Integrated NetworkService 1
-.;’906!134393!:&14‘172)49&96 17938e91c5 Started v4.0 Integrated NetworkService 16
L=} ASP.NET v4.0 Started  v4.0 Integrated applicationPooliden... 0
'*;’ASP‘NEI' v4.0 Classic Started v4.0 Classic ApplicationPoolIden... 0
=¥ Classic .NET AppPool Started  v4.0 Classic applicationPoollden... 0
=) DefaultAppPool Started  v4.0 Integrated ApplicationPoollden... 1
)SecurityTokenServiceApplicationPool  Started  v4.0 Integrated LocalSystem 3
;;'SharaPoint -80 Started v4.0 Integrated NetworkService 1
;;'SharaPoint Central Administration v4  Started v4.0 Integrated NetworkService 1
@SharaPoint Web Services Root Stopped  v4.0 Integrated LocalService 1

Started Administrator 1

[ssue 3:

Create Site Workflow

2lx

Add a new site worlkflow to your site

Name:

Enter a name and description for your new workflow

Description:

Choose the platform to build your workflow on

Platform Type: |SharePoint 2013 Workflow

SharePoint 2010 Workflow

Add Application Pool...
Set Application Poal Defaults.
Application Pool Tasks
Start

Stop

Recyde. ..

Edit Application Pool
Basic Settings...
Recyding...

Advanced Settings...
Rename

Remove

View Applications

Help

Online Help

You trying to create new workflow SharePoint 2013 from SharePoint Designer 2013. You don't have the

SharePoint 2013 workflow option in the dropdown list.

Resolution:

e Check if the your workflow manager farm is installed correctly and working fine by accessing to

the url:

o For HTTPS: https://domain:12290
o For HTTP: http://domain:12291

You will get xml data with the scope, the farm configuration and farm administrators.


https://domain:12290/
http://domain:12291/

<S5copeInfo zmlns:i rg/f2001/¥MLSchema-instance” xmlns="http://

<Ch
<Default kf nfiguraci
<Description>»*Root Scope

<LastModified>2013-10-10T

1figurations>
urityConfiguration i:type="Window:

v<Name>
Microsoft.Workflow.Management.Security.Win

atus>Active</Status>
</S5copeInfor

e Check if your binding between your SharePoint farm and your workflow farm is completed and all
services are started with "Get-WFFarmStatus" command

PS C:slUserssAdministrator?> get—wffarmstatus

HoztMName ServiceMName ServiceStatus

HIN—M2?M1RENJ4J Workf lowServiceBackend Running
HIN-M29M1RENJ4J Woprkf lowServiceFrontEnd Running

e If your binding do not exist run the PowerShell command:
Register-SPWorkflowService —SPSite "https://sharepoint.viecerf.fr" -WorkflowHostUri
"https://workflow.vlecerf.fr:12290"

You can use HTTP binding by add the "-AllowOAuthHttp" argument in the command but it's
not recommended for production environment.

Issue 4:
You published workflow via SharePoint Designer and your workflow stay in Not Started State.

Resolution:
e You can try to analyze the Workflow logs to get information about the error occurred
e Try to restart the different workflow services:


https://sharepoint.vlecerf.fr/
https://workflow.vlecerf.fr:12290/

[&+] Administrator: Command Prompt

C:sWindowsssystemd2>net stop WorkflowServiceBackend
The WorkflowServiceBackend service is stopping.
The WorkflowServiceBackend service was stopped successfully.

C:sWindowsssystemd2>net start YWorkf lowServiceBackend
The WorkflowServiceBackend service is starting.
The HWorkflowServiceBackend service was started successfully.

C:sWindowsssystem32>

Issue 5:
You published a workflow in SharePoint 2013, your workflow stayed on "Not Started" status or is
started but not terminated.

Resolution:

This problem has reported to Microsoft and will be fixed maybe in the next cumulative update of
workflow manager.

The solution is to try to restart some workflow service or recreate the workflow manager farm.
You can try to remove your workflow directly in the workflow manager databases but | do not
recommend this way.

The best way is to way a fix from Microsoft support but if you really need a fix the best way is to
recreate your farm.



Performance Issues with Search Service Application on SharePoint 2013

SharePoint 2013 has now as designed the architecture of FAST Search. This is one of the important
reasons why more and more corporates are now switching to SharePoint 2013 and not to other
collaboration platform’s.

It sound perfect to have a SharePoint Server 2013 with fast; but if you’re on a development environment
with limited hardware resources, the chance exists that you’re Virtual Machine became too slow or even
worst it will not respond anymore and the only way is reboot your server

— e Windows Server 2008R2
AD Controller
512 Mo RAM

g

® Windows Server 2012
SharePoint Server 2013 Enterprise

e
>. 8 Go RAM
L=

| have a SharePoint Farm installed on my laptop and only 2 Service Applications has been configured:

e Search Service Application
e Managed Metadata Service Application

Nobody is using or connected to the SharePoint Farm but the RAM has almost reached the Maximum



il Windows Task Manager =]
File Options Wiew Help

..ﬁ.pplicatinns I Processes I Services  Performance II"-.Ietwcurking I Users |

—CPU sage —— [ CPU Usage Hiskary

[ |'I,I"|
B

—Physical Memary Usage Hiskory

I
: I|| .|||||H1|
N

—Physical Memory (MEY Syshem
Tokal G191 Handlzs 55349
Cached 595 Threads 2009
Byvailable 5a3 Processes a0
Free £ Up Tirne 2118:09:08

Canrit (56 1115

—kernel Memory (ME)
Paged 177
Morpaged a8 Resource Maonitor. ..

|F‘r|:u:esses: a0 |CF‘I_I Usage: 12% |F'h§.fsi|:a| Memory: 92 % i

As you can see “Noderunner.exe” (Microsoft SharePoint Search Component) is itself consuming a lot
of memory and the same Process is running multiple times. Noderunner.exe is the new executable of
search service on SharePoint 2013. This process can’t turn it off because Search is one of essential
service application in SharePoint 2013, and it is integrated in many features.



il windows Task Manager M=l
File Options ‘iew Help
. fpplications Processes | Services I Performance | Metwaorking | Ilsers |
WD, exe 00 1.082.48... IIS Worker Process
noderunner  exe oo 782,535 K Microsoft® SharePoint® Search Component
noderunner  exe oo 621,756 K Microsoft® SharePoint® Search Component
WIWD, EXE o 454,620 K IS Waorker Process
DistribukedCac, .. oo 426,503 K Microsafk(R) Windows(R) Server AppFabric
COWSTIMER.EXE oo 426,332 K SharePoink Timer Service
noderunner exe oo 392,944 K Microsaft® SharePoink® Search Component
noderunner exe oo 276,944 K Microsaft® SharePaink® Search Component
WD, exe oo 190,588 K IIS Worker Process
mssdmn, exe oo 105,988 K Microsoft Office 2013 component
miiserver, exe oo 95,532 K Forefront Identity Manager Synchronization Sery
mssearch, exe oo 34,472 K Microsoft® SharePoint® Search Crawler
svchost,exe SYSTEM Qo 55,760 K Hosk Process For Windows Services
inetinfo, exe SYSTEM 0o 54,444 K Inkernet Information Services _ILI
1 | 3
¥ Show processes From all users End Process |
|F'ru:u:esses: a3 |CF‘LI sage: 0% Phrysical Memory: 929% | v

Test: Warrior Way

Let’s kill manually these services and see if my SharePoint site is still answering. Select your process and
hit “End Process Tree”. This will kill the Process and all children that are attached to him.



il windows Task Manager =]
File Options Wiew Help
..ﬁ.pplicatinns Processes |Services I Performance I Metworking I Users I
et S D i S et
WIWp, exe oo 107506, IISW
noderunner, exe aa 782,584 K Micrc End Process Component
noderunner, exe aa 621,792 K  Micrc | End Process Tree |  |Component
W3npL ExE aa 457,232 II3% [ehug
CWSTIMER.EXE 16 426,516 K Shat  ac virtualization
CistributedCac... 0o 426,480 K Micrc  reate Dump File AppFabric
noderunner, exe oo 292,900 K Micrc Component
noderunner . exe oo 276,068 K Micre  -ot briarity ’ Camponent
WP, exe 00 1o0.640k 15w oot Affinity..
mssdrin. exe ] 106 772K Mot properties »
MiiSErver , exe aa 95,588 K Forel  gopg Service(s) rhronization Sery
rmssearch.exe i 56,616 K MicrOSOrTEr S EFomEr searer Crawler
svchost, exe S¥STEM i 55,764 K. Host Process For Windows Services
inetinfo.exe SYSTEM 1] S4.444 K Inkernet Information Services _ILI
1| | 3
¥ show processes From all users End Process |
|F‘ru:n:esses: a3 |CF'LI Usage: 1% |P'h';.-'siu:a| Mermory: 92 % | i

As I’'m on my Development machine I’'m doing the same operation on all the Processes.

ImageName | UserName [ CPULMe, - L Description
DistribukedCac, .. a0 444,423 K Microsoft(R) Windows(R) Server AppFabric
OWSTIMER.EXE 03 377416 K SharePoint Timer Service

WImp,exe oo J43.616k 115 Wurk_er Process

noderunner exe a0 302,928 K Microsaft® SharePaink@® Search Campanent
noderunner . exe o0 269,848 K Microsoft® SharePoink® Search Component

wiwp, exe 00 250,346 K 115 Worker Process

noderunner .exe o0 193,328 K  Microsoft® sharePoink® Search Component
noderunner  exe a0 175,404 K Microsoft® SharePoint@® Search Component
noderunner  exe a0 151.2858 K Microsoft@® SharePoint@® Search Component

And Strike! Everything related to the Search (Content Search, Web Part ...) is broken. | can browse to
my Website but can’t execute anything related to the Search Service Application. As you can see this
isn’t the best approach to gain performance.



PS: I’'m using the Search Service to make a rollup of all my sites in a site collection; please
check: http://gokanx.wordpress.com/2013/08/03/sharepoint-2013-cumulative-des-sites-grace-a-la-

recherche-et-content-search/
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Test: Official way
It’s really annoying because the Search Service Application shouldn’t not cause so much damage on our
SharePoint Farm.

On SharePoint 2010 | knew we could configure the Search Service Performance Level with powerhsell.

Powershell Cmdlet:

Get-SPEnterpriseSearchService | Set-SPEnterpriseSearchService —PerformanceLevel “PartlyReduced”

Performance Level Explained:

¢ Reduced: Total number of threads = number of processors, Max Threads/host = number of
processors

o PartlyReduced: Total number of threads = 4 times the number of processors , Max Threads/host =
16 times the number of processors

e Maximum: Total number of threads = 4 times the number of processors , Max Threads/host = 16
times the number of processors (threads are created at HIGH priority)

And in fact on SharePoint 2013 it's the same scenario. After searching a while | found on TechNet this

article: http://technet.microsoft.com/en-us/library/ff608126.aspx who actually confirms my theory.



http://gokanx.wordpress.com/2013/08/03/sharepoint-2013-cumulative-des-sites-grace-a-la-recherche-et-content-search/
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Performancelevel Optional SystemuString Specifies the relatr ber of threads for the
cral companent performance
Reduced: Total number of threa numibe

af processaors, Max Threads/host = number of

ProCEsSOrs
Partly Reduced: Total number of threads = 4
times the number of processors | Mas
Threadshast = 16 time the number of
Pro{esE0rs

Maximum; Total number of thread number
al processors

The type must be one of the following valees
Reduced PartlyReduced or Maximum.

Open PowerShell with a Domain Account who has Farm Administrator Rights and hit Get-
SPEnterpriseSearchService and as imagined the Performancelevel is set up to Maximum.

!..ﬁ.l:lmhislral‘ur: SharePoint 2013 Management Shell

Ps # Get—S5PEnterpriszeSearchService

T ypeMName

sharePoint Sepver Search
hB2cdebh—ed45f —4d01-98e1-33 3217883

Haximum
URTINE

PerformancelLevel
STATUE

To change this to reduced or partly reduced hit Set-SPEnterpriseSearchService -
Performancelevel Reduced and restart the SharePoint Search if your Virtual machine is still
answering. After this manipulation your SharePoint Server will be able to breathe and you can continue
to work.

Test: Not tested way
You can also say that you want to have the Maximum Performance Level and refuse to change it

to reduced.

There is a Config file for NodeRunner.exe’s configuration file that can limit RAM usage of a single
process to specific value in megabytes.

You can find it under:



C:\Program Files\Microsoft Office Servers\15.0\Search\Runtime\1.0\noderunner.exe.config.

Grﬁ t:_); || . = Microsoft Office Servers = 15.0 = Search = Runkime - 1.0 -

Organize *  Includeinlibrary = Share with +  Mew folder

i Favarites Mame -
B Desktop | dssemblies
& Downloads . Deployment
15l Recent Places ' cchemas
- Lbraries [0 naderunner
3 Dacuments || nederunner  exe, config

| 8

The configuration setting is called memoryLimitMegabytes and the default value is O (I guess
unlimited). You can hit the value you want, save the file and restart your Search Service.

f<?aml version="1.0"7= -
<canfiguration:
cconfigsectionss
<section name="noderunnersettings" type="Microsoft.Ceres.Coreservices. Noderunner. Noderun
< Joontigsections >
<runtime:
<assemblyBinding =mlns="urn:schemas-microsoft-com:asm.vl">
2l == zemicolon separated Tist -->
<l—— PuUt your custom applications in a separate directory to Juno, under application -
<!=— will be Toaded into the LOAD context --x
<probing $r‘iuatepath-"hﬁsaﬂb11i&5:App]']cat']nns,\Junn" A
</assamblyelnding=
<gcserver enabled="trus” /=
< /runtimes
¢«l—— settings enforced by the node runrner itself. --=
{'—— These settings can a15u:| t-e SE"t usin -::u:ummand Tine arguments with the same name. --»

<l—— The application settings are passed to the node activator as node properties. —-» —
4 | H




Integration between SharePoint Server 2013 and Exchange Server 2013
can only be disabled on-premises

Accessing the My Tasks feature
If the server is set with all the prerequisites, then the user can access the My Tasks page by navigating
to his or her Personal page and then clicking the Task link in the left column.

Issue from a PowerUser
When a user navigates to the SharePoint’s My Task area, that user can find the Sync to
Outlook button in the Tasks pane of the ribbon.

ot Rerame Oricte  Settings | S 0 w

Ot
Marage Sevtngs
Take Your Tasks With You
Important and Upcoming A
3 1O e Update tasks with Outiook on your
: - phone or anywhere, and see the
here when you get back to
4 Personal Sangex
your competer,

@ new task

After clicking that button, the opt-in dialog box is shown. Select the Sync tasks check box to opt in.

Sync Tasks with Microsoft Outlook

Sync tasks between SharePoint and your inbox to work with them anywhere. Your changes show up in
SharePoint. Your Microsoft Outlook tasks also show up on the My Site Tasks List.

.......

Status:
Sync turned off

oK Cancel
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When try to synchronize My Tasks with Outlook 2010 you get the following error:

We weren’t able to start syncing your tasks because one or more prerequisites for connection
to Exchange server could not be found. Please contact your Administrator to resolve the issue.

Sync Tasks with Microsoft Outlook %

| Synctasks between SharePoint and your inbox. and work with them anywhere, Your changes show up
in SharePoint. Your Microsoft Outlook tasks will also show up in Tasks under Newsfeed.

VI Sync tasks

P e R

2Ldiuo.

We weren't able to start syncing your tasks because one or more pre-requisites for connecting to
Exchange server could not be found. Please contact your administrator to resolve this issue.

TECHNICAL DETAILS

oK Cancel

According to some posts

A little search on the internet gave me this blog post:
(http://netwovenblogs.com/2013/07/27/sharepoint-2013-outlook-tasks-synchronization-issue) who
confirms that | need the following prerequisites:

e You will need to have Exchange 2013 in your environment.

e You will also need to install Exchange 2013 Web Services Managed APl 2.0

Strange issue isn’t it? This is also meaning that all the corporates using Office 2007 or Office 2010
couldn’t synchronize any task list anymore.

According to Microsoft TechNet
According to Microsoft TechNet: Before you begin this operation, we have review the following

information about prerequisites:

e Task Synchronization requires that user profile synchronization be configured in the farm. For
information about configuring user profile synchronization, see Plan user profiles and identities
(SharePoint Server 2013), and Manage user profile synchronization in SharePoint Server 2013.



http://netwovenblogs.com/2013/07/27/sharepoint-2013-outlook-tasks-synchronization-issue
http://technet.microsoft.com/en-us/library/jj219651.aspx
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e Task Synchronization requires that the work management service application be configured in
the farm. For information about creating the work management service application, see New-

SPWorkManagementServiceApplication
¢ Task Synchronization requires Exchange Server 2013.

e Secure Sockets Layer (SSL) is a requirement for web applications that are deployed in scenarios
that support server-to-server authentication and app authentication. This is such a scenario. As
a prerequisite for configuring Task Synchronization, the computer that is running SharePoint
Server must have SSL configured. For more information, see Create claims-based web

applications in SharePoint 2013 and follow the steps for creating an SSL site collection and

server certificate.
Even TechNet confirms that we need Exchange Server 2013!

Resolution

After a while of searching we could found that Integration between SharePoint Server and Exchange
Server can only be disabled on-premises who will resolve our issue.

To disable it, you turn off the Farm Level Exchange Task Sync feature by going to Central
Administration e Manage farm features. This action deletes the timer job and disables the Ul
integration, bringing back the legacy sync behavior to Outlook.

Farm Level Exchange Tasks Sync
Enables the Exchange Sync Timer Job for Work Management Senviace Application. Customizes the Deactivate m
2 nbbon for SharePont Server Tasks ists, enabhng users to opt in and out of the Work Management
synchronzation with Exchange Server
How does it work after deactivating the farm feature

Refreshing or accessing the My Tasks page launches the aggregator code, if the last time the
aggregator ran was more than five minutes prior. This artificial delay is put in place to preserve
performance.

There’s no requirement to refresh the page after inline edits, as inline changes are instantly replicated
on the original provider. The five-minute delay doesn’t apply to them.

This value can be changed from on-premises deployments by altering the property on the WMA service
application object by using Windows PowerShell:minimumTimeBetweenProviderRefreshes
00:05:00

Reference

http://social.technet.microsoft.com/Forums/sharepoint/en-US/bd7446be-cd01-4098-9ebd-
6b67fc2ccle2/error-when-trying-to-sync-tasks-to-outlook-from-sharepoint-

2013?forum=sharepointgeneral
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Distributed Cache (AppFabrikCache) on SharePoint Server

This new way of caching was originally based on the “Cloud” of Microsoft (Azure) but has been
integrated on the On Premise systems of Microsoft. The Distributed Cache can be deployed on 2
different ways

¢ Dedicated Mode
e Collocated Mode

On the dedicated mode only this service is running on the application server and all other services are
stopped who is hosting the AppFabric Cache Service.

On The Collocated mode the Distributed Cache is running with all other Service Applications on the
Application Server. This is the recommended mode for deploying Distributed Cache.

The SharePoint Prerequisites installation Wizard installs The AppFabric Cache who is needed for
SharePoint 2013. Without these prerequisites you can’t install or run SharePoint 2013. How do we
configure it or how do we use this cache? Actually you have to do nothing, it’s all made automatic. Ina
SharePoint Server 2013 farm, there must be at least one cache host running the Distributed Cache

service.

What do we find on this cache?

Microblog activities
-Following activities
e User profile activities

e Document activities

e Claims, Security...

e Token
Check the following link to get a better overview of it: http://technet.microsoft.com/en-
us/library/jj219700.aspx
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Benefits of using the microblog features, feeds, and the Distributed
Cache

Some benefits of using microblog features, feeds, and the Distributed Cache include the following:

e Allows users to stay in touch with individuals and specific groups of people over time and distance.

e Allows users to stay informed about what’s going in the organization.

e The focus of the interactions is around people or teams, and not so much the topic being discussed.

e Itis difficult to keep track of activities related to documents, discussions, and lists in SharePoint
without manually visiting the item regularly. Feeds collect and deliver information to users that they
would otherwise have to spend time searching for.

e The feed gives users a single place where they can stay up-to-date with all of the content and people
they work with.

e Allows quick conversations to take place.

Activity Generators Feeds
. Evaryane
Microblog features Following Newsfeed
Likes Posts/Replies Likes Newsfeod MMentions
i : Mewsfaad
@ Mentions -
Activities Site Feeds
Document Community Newsfeed
Edits Pasts
Ducunjent Timer lobs
Sharing
Bndys | - @ 0 |0

Distributed Cache

Feeds Cache Last Madified Time Cache

Last Madified
Time af
Activities

Recent Usar Recent Sites
Activities ; Activities

Recent
Document
Activities

Recent Tag
Activities

l Repopulation T

o Content Databases

All User All Site
Activities Activities

L

My Sites Sites
Content Databases Content Databases



For SharePoint Server 2013 you have to plan the capacity of Distributed Cache. It’s not because it’s
installed automatically that you don’t have to plan it...

As you know the AppFabric Cache stocks data on memory and uses when users try to access it. So if you
have more than 500.000 users you need 12GB cache size of the Distributed Cache service. So if you give
him only 1 GB, you will ensure some problems.

Deployment size Small farm Medium farm  Large farm
Total rumber of users « 10,000 < 100,000 < 500,000
Recommended cache size far the Distributed Cache service 1GE 2.5 G8 12 GB
Total memory allocation for the stnbuted Cache service (double the 2GE 5GE 24 GB

recommanded cache size above)

Recommended architectural configuratian Dedicated werser or co-located on a Dedicated Dedicated
front-end senver sarvar servar

Minimum cache hosts per farm 1 1 1

7

WL Note:

In 3 Sharefoint Server 2013 farm, there must be at least one cache hast running the Distributed Cache senice.

Memory allocation
T
WL Mote:

‘¥ou showld understand the Distributed Cache congepts discussed in Overview of microblog features, feeds, and the Distributed Cache service in SharePoint
Server 2013 bafore wou read this sechan of the artidsa.

How is the memory allocated to the Distributed Service?

By Default it takes 5% of the physical memory of the server. You can’t change this on the Central
Administration by the Ul but only by PowerShell: Update-SPDistributedCacheSize.This PowerShell
command Specifies the memory size in megabytes (MB) that you want to allocate to the Distributed
Cache service. The default value is 5 percent of total system random access memory (RAM). This value
should not be more than 40 percent of total system RAM with a maximum limit of 16 gigabytes (GB).
More information about the PowerShell Command: http://technet.microsoft.com/en-
us/library/jj730453.aspx

An example of changing the SPDistributedCacheSize

e EXAMPLE - eee

Update-SP0istributediachaSize -CacheSizelnMll 2048


http://technet.microsoft.com/en-us/library/jj730453.aspx
http://technet.microsoft.com/en-us/library/jj730453.aspx

Important to know is that if you are using a Virtual Machine and not a Physical Machine for your
SharePoint Farm(s) do not use Dynamic Memory Usage. The Memory Allocation for Virtual Machines
should be on “Fixed” Memory.

When the Distributed Cache service runs in collocated mode, the physical memory of the server should
be increased and all non-essential services stopped. It is not recommend that any of the following
services or applications run on the same server as the Distributed Cache service:

e SQL Server 2008 or SQL Server 2012
e Search service

e Excel Services in SharePoint

e Project Server services

Firewall configuration considerations

The Distributed Cache service uses the following communication ports:

e 22233 (CachePort)

e 22234 (ClusterPort)

e 22235 (ArbitrationPort)
e 22236 (ReplicationPort)

Debug of Cache
Via Central Administration:
e Open Central Administration and hit Application Management
e From Service Applications, hit Manage Services on Server
e Select Distributed Cache Service
e Hit START or STOP to start or stop your service
Via PowerShell:
e SinstanceName = “SPDistributedCacheService Name = AppFabricCachingService”

e Sservicelnstance = Get-SPServicelnstance | ? {( $_.service.tostring()) —eq SinstanceName —and
(S_.server.name) —eq Senv:computername
e Sservicelnstance.Provision()
Or

e Sservicelnstance.Unprovision()



Allocate Memory on Distributed Cache Service
When SharePoint Server 2013 is installed, 10% of the total physical memory is allocated. The Distributed
Cache service use 50% of this memory as storage and the other to manage the memory. This cache size

can be increased when:

e You add more memory on the Server
e Be aware; when you add memory to the server, the Distributed Cache isn’t updating by himself.
You need to reconfigure the Cache Size.
e If you have a dedicated caching server
e You should calculate it so :
e Determine the total sum of physical memory. Let’s take the example that your server has
16GB of memory.
e You have to book 2GB of memory for other processes. So this means 16GB —2GB = 14GB
e Now we have to take the half of this amount and that size is our AppFabric Cache Size : 14GB /
2=7GB
e Again, as said on the previously; the total size of memory should never be more than 16GB

Change the Memory allocation

Use this procedure to reconfigure the memory allocation of Cache Size

e Use-CacheCluster
e Get-APCacheHostConfiguration -ComputerName —CachePort « 22233 »
OR
e Stop the service via Central Administration
e Update-SPDistributedCacheSize —CacheSizelnMB CacheSize
e If we take our example ; you have to fill 7000 MB for a server who has 16GB or RAM
Start the service via Central Administration



Add or Delete a server on a Distributed Cache Cluster

When you want to delete an AppFabric Server from the cluster, be aware that the service is stopped
from the Central Administration and then execute the following commands via PowerShell:

e Adding: Add-SPDistributedCacheServicelnstance

¢ Deleting: Remove- SPDistributedCacheServicelnstance

Graceful shutdown of the Distributed Cache Service

In SharePoint 2013, a cluster cache exists when one or many machines are running the Distributed
Cache Service.

When you have to do maintenance on your platform, the possibility exists that you have to remove a
server from the Distributed Cache Cluster. You have to run the following command (graceful) on the
server that you want to remove.

o Stop-SPDistributedCacheServicelnstance - Graceful

¢ Remove-SPDistributedCacheServicelnstance

This operation can take more than 15 minutes. The graceful option will prevent losing any data.

Change the Managed Account
When SharePoint Server 2013 is installed the Managed Account of Distributed Cache is the same as the
Installation Account (PEGASUS\SPInstall_GA). You can change this with Powershell commands:

e Sfarm = Get-SPFarm

e ScacheService = $Sfarm.Services | where {S_.Name —eq “AppFabricCachingService”}
e Saccount = Get-SPManagedAccount —ldentity Pegasus\USER_NAME

e ScacheService.Processldentity.CurrentldentityType = “USER”

e ScacheService.Processldentity.ManagedAccount = Saccount

e ScacheService.Processldentity.Update()

e SCacheService.Processldentity.Deploy()



Repair a Cache host

After an installation or maintenance of your cluster, the Distributed Cache can be non-operational. You
can repair this again with PowerShell:

e SGet-SPServicelnstance

e Svar = Get-SPServicelnstance GUID OF APPFABRICK
e Svar.delete()

e Add-SPDistributedCacheServicelnstance

What you need to retain? (Summary)

e Do not give more than 16GB for you Distributed Cache Service and not more than 16 machines for
your cluster

e Pray attention when changing anything and use the Graceful option to prevent data loss

e Never give Dynamic memory but always static memory

e Neverignore alerts in Health Analyzer



SPSessionGuid breaks all the functionally of the Output Cache

When you try to improve performance on your SharePoint Server it's a common practice to enable the
Output Cache. SharePoint Server 2010 provides different types of caches that help improve the speed at
which Web pages load in the browser:

e The BLOB cache: The BLOB cache is enabled and configured in the Web.config file in the Web
application to which you want to apply the cache.

e The page output cache and the object cache: The page output cache and object cache are usually
configured in the user interface at the site collection level; however certain settings for these caches
can also be configured at the Web application level. The changes that you make to the Web.config
file will be applied to all site collections and sites within the Web application, and will supersede any
configuration made at the site collection level or below

On our corporate environment we found a strange cookie appearing. It's named the

SPSessionGuid and contains some GUID value witch changes on every request.

It causes the output cache to invalidate on every page request which is makes caching useless on
SharePoint!

According to Microsoft

According to Microsoft, SharePoint sends that cookie when certain criteria are met with regard to the
type of site being used and this is the reason we do not see it all the time.

This is related to a “Document workspace” tracking feature that cannot be turned off using the current
administration tools available. Microsoft is however looking into the feature to see if it can change it in
the future.

The SPsessionguid is the correlation ID that is associated with every task SharePoint is processing. If
you get a SharePoint error message, you usually see a correlation ID associated with the error message.

This correlation Id is like a key correlating the operation conducted in the SharePoint Ul with the log files
which show you the operations taking place in the background to accomplish the task.


http://gokanx.wordpress.com/2013/11/15/sharepoint-2010-spsessionguid-breaks-all-the-functionally-of-the-output-cache/

Wait, what means this in a human language?

These enable you to carry out some essential functions on your sites. They also help by minimizing the
need to transfer information across the internet. They are not stored on your computer and they expire
when you terminate your browser session.

Result = None

The SPSessionGuid is assigned when you have “Logging Correlation Data” turned on to Verbose
logging under the SharePoint Server and SharePoint Foundation categories in the “monitoring” section
of Central Administration.

If you disable verbose logging, that SPSessionGuid should go away.

= [ SharePoint Server

[ Audit ¥Yerbose ¥Yerbose
[ Comand Base ¥alidators ¥Yerbose ¥erbose
[ Command Base ¥Yerbose Yerbose
[~ Database Yerbose Yerbose
[ Event Throttle Yerbose Verbose
[ Feature Push Down Manager ¥Yerbose ¥Yerbose
[ General ¥Yerbose ¥Yerbose
[T Http Encoding Utility Yerbose Yerhose
| ™ Logging Correlation Data Nene None |
[ OpenXml Yerbose Yerbose
[ Prepare to Move ¥Yerbose Yerbose
[ Service Timer Job Handler ¥Yerbose ¥Yerbose
See Also

e http://technet.microsoft.com/en-us/library/cc261797(v=office.14).aspx
e http://social.technet.microsoft.com/Forums/sharepoint/en-US/1ad56eb1-8762-4c4b-ac8f-
f29692012a58
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Search Alerts across multiples farms (Internet, Extranet, DMZ ...)

The main goal of Search Alerts is to get notified whenever something new gets indexed (Full crawl or

Incremental crawl), based on a search term that you specify.

Now, if you’re outgoing mail configuration is properly set on your SharePoint Farm, that works for any
other mail related functionality but not for Search Alerts... what can you do?

Enabling the Search Alerts Feature in SharePoint Server 2010 or SharePoint 2013

1. Verify that the user account that is performing this procedure is an administrator for the Search

service application. (connect with the SharePoint Farm Global Administrator)
2. In Central Administration, in the Application Management section, click Manage service

applications.

3. Onthe Manage Service Applications page, click the Search service application for which you want

to configure search alerts.

4. On the Search Administration page, in the System Status section, locate Search alerts status.

5. The search alerts status displays as Off or On.

6. By default, search alerts are turned On. Click Disable to turn off search alerts or click Enable to

turn on search alerts.

System Status

Crawl status
Baclground activity
Recent crawl rate
Searchable itermns
Fecent query rate
Propagation status
Default content access account
Contact e-rnail address
Proxy server

Scopes update status
Scopes update schedule

Scopes needing update

Cnline for crawling
Computing ranking
0.17 items per second
169,354

0.25 queries per minute

Propagating...

Mone
Idle
Automatically scheduled

1]

ISearch alerts status

on Disable I

Query lagaging

on Disable
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After the search alerts feature is enabled, the SharePoint Farm Global Administrator must configure the
outgoing mail service.

Mail Settings
Guthound SMTPE server

I-:'Itl'erI"I-a.l!lZII"D Jpegasus

Spedify the SMTP mal server to use for Microscft SharePoink Foundation @-mai-based
nobifications for glerts, imitations, and adwinistrabor notFications. Personalze the From
aibdress and Reply-to address, From addrass;

|spfarrmpa@pegasus local

Reply-to address:
[spfarmpadpenasus lncal

Character set:

[65001 (Unicods UTF-8) =l

[ | Carcel |

The service account that you use must have special privileges. The privilege is the delegate (“Send-As”)
permission to the mailbox listed in the “from” line. If this attribute permission is not configured, the
email submission will fail.

For more information, see Configure Outgoing E-Mail (SharePoint Server 2010). The administrator must

also ensure that the Timer Job service is running.
The SharePoint Farm Global Administrator should also have a look at the “Immediate Alerts” timer job
to refine the schedule time.

The Immediate Alerts is a web application targeted timer job so be sure that you made the correction (if

needed) on the correct one.

Jab Tithe .
Irmmadiate Abarts
Job Descripkion
v Sands out immediate and scheduled alerts,
Job Properiies

Wab spplication:

Thits section ksts the propesties For this job.
Last risn kima 11/13/2013 2:45 PM

Recurring Schedule .
This tirmer job is schaduled to run:

Lsa the section bo modly tha adheduls spedlyirsg when Lk ¥ Minutes [ Mminuwbars]
tiseer fob will fun. Disly, waskly, and monthly schedulas daa RS stais]
nacdudie & windovs of exeoution. The timer service il pick & " Hiourly
ranvdam b within this intereal 1o begin xaecuting the job on
sach applicable server, This Feature t5 appropeiate For high " Daily
o jobrs which run on mltipks servers on the Farm, Running
this bype of job an al the servers smultanecush: might place " Weakly
an unreasonable load on the Farm, To speofy an excsct
" Marithly

starting bme, set the beginring and =nding bmes of the
nkerval bo the same vaue
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Search alerts in SharePoint 2010 or SharePoint 2013 is a pretty powerful feature but this is for “local
use” (as designed).

If you’re in an environment where you have a search service application that’s shared between farms,
you need to configure which farms the search service application should allow search alerts for. Tricky
isn’tit?

How do we now that? Well for the first time the SharePoint Logs was clear enough to explain me what
went wrong with the Timerjob.

SearchServiceApplicationProxy::Execute--Error occured:
System.ServiceModel.FaultException " 1[System.ServiceModel.ExceptionDetail ]
Error while processing search alert at search service
application 'Search Service Application'.

Farm Id "oo00000=XX-XXXX-XX0XX-X000Xxxxx' does not

exist in the FarmldsForAlerts property

or is not the local farm id XxoOOOOX=-XXXXEXXXX=XXXXXXXXXX
(Fault Detail is equal to An ExceptionDetail,

likely created by IncludeExceptionDetaillnFaults=true,

whose value is: System.InvalidOperationException:

Error while processing search alert at search

service application 'Search Service Application'.

Farm Id »0000000¢-X0-X000-X00-X00000xxxxxx’ does

not exist in the FarmldsForAlerts property

or is not the local farm id Oo0OXX=-XXXX=XXXX-XXX-XOXXXXXXXX



The SearchServiceApplication object has a property called FarmldsForAlerts, which is a list of farm ids.
All farms that should have search alerts must be listed here (not necessary to list the local farm). To add
the first farm id to the list, you can use PowerShell:

Sguid = new-object "System.Guid" -ArgumentList "{FARM.ID}"
Sapp = Get-SPEnterpriseSearchServiceApplication

-ldentity "Search Service Application"

Stype = ("System.Collections.Generic.List"+'"'+"1") -as "Type"
Stype = Stype.MakeGenericType("system.Guid" -as "Type")
Slist = [Activator]::Createlnstance(Stype)

Slist.Add(Sguid)

Sapp.FarmlidsForAlerts = Slist

Sapp.Update()

References

e http://blogs.msdn.com/b/mcsnoiwb/archive/2011/10/14/how-to-enable-search-alerts-across-farms.aspx
e  http://msdn.microsoft.com/en-us/library/hh161512(v=office.14).aspx
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Release Distribution Process on SharePoint — Gotchas

Release Distribution
A Release Distribution Process is actually not more than governance that you adopt depending your
business needs and IT requirements.

A simple example can be; the business requirement is a new Secure (HTTPS) SharePoint site in the DMZ-
Legacy zone for tomorrow with a few globally deployed solutions.

You can’t do this at 3:00PM when everybody is using your SharePoint platform. Installing or Removing
“not” targeted Web Application Solutions will perturb the Application Pools. This means potentially that
there can be a “downtime” of few minutes.

A release distribution process can be:

e All modifications are done after 6:00PM

e Content Deployment is done after 8:00PM

e Only if I'm impacted by a problem and a Cumulative Update resolves it then we install it in the WK

between 0:00AM and 0:00PM

e Only Emergency deploys can be done at 1PM ( during the lunch)

e Service Packs are installed every 6 months during the monthly reboot

o s

This list can be very huge and long depending your IT and SharePoint governance. Not all Release
Distributions processes are fitting the Best Practices of SharePoint and there is not a need too! If your
Business is happy with a roll-out of a Service Pack during the work hours you don’t have to wait until
6:00PM!

A major rollout without downtime; this is the requirement of our business. Unfortunately
it’s not possible to update your SharePoint Platform without having some amount downtime. But we
can optimize our Release Distribution Process to minimize downtime.


http://gokanx.wordpress.com/2013/10/24/release-distribution-process-on-sharepoint-gotchas/

Possible solutions

The use of a common data store for all SharePoint farm members and the dependency on IS, means
that you cannot update a SharePoint farm without “some” downtime unless a fully synchronized
standby farm is available (so, deploying SharePoint Packages means outage to your Web Applications).

There are a few methods available to minimize the amount of downtime; however it’s just not possible
to achieve a zero downtime solution for your upgrade. A common way to minimize downtime is via
implementation of a parallel upgrade farm.

Stretched Farms

A great example is the Stretched Farm, even if it is not a perfect solution.
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For stretched farm architecture to work as a supported high availability solution the follow prerequisites
must be met:

e There is a highly consistent intra-farm latency of <1ms (one way), 99.9% of the time over a period of
ten minutes. (Intra-farm latency is commonly defined as the latency between the front-end web
servers and the database servers.)

e The bandwidth speed must be at least 1 gigabit per second.

The TechNet Article has more information about the Stretched Farms: here.

SharePoint Read-Only Farms

The functionality and user experience in a read-only farm depends on which databases are set to read-
only. A farm that uses read-only content and service application databases is likely to be part of a
disaster recovery environment or a highly available maintenance, update, or upgrade environment.

You may choose a switching mechanism (DNS, load balancing, etc.), that meets your needs. Read more
about this configuration, its caveats, & the end user experience it provides: Run a farm that uses read-
only databases (SharePoint Server 2010) http://technet.microsoft.com/en-
us/library/dd793608(v=office.14).aspx

Create 2013 farm, set 2010 to read-only
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http://technet.microsoft.com/en-us/library/cc748824.aspx#CfgStretchedFarm
http://technet.microsoft.com/en-us/library/dd793608(v=office.14).aspx
http://technet.microsoft.com/en-us/library/dd793608(v=office.14).aspx

Local deployment

In a local deployment, solution files are deployed only to the computer from which the deployment
operation was initiated. The solution is not marked as “deployed” in the configuration database until the
solution files are deployed to all applicable servers in the server farm. Then solution features are
installed, and schema and definition files are committed to the configuration store.

There are some situations where this way of deployment just does not work, especially when the
solution updates the content and code at the same time. The content is in the DB and shared by all the
WFEs. So, you should first consider what type of customizations you do and which allow for zero
downtime and which not. Note Web services can be deployed and only recycle the used app pool.

Another example, assuming you’re only updating a .dll:

e Disable the timer job on all front-ends
e Onthe CAserver (not load balanced), Update-SPSolution
e For each of the front-ends
e Take the front-end out of rotation
e Launch stsadm —o execadmsvcjobs. This will cause the upgrade to execute on that particular
front-end only.
e Bring the front-end back into rotation
e Enable the timer job



Release Distribution checklist
Although this approach will for most cases work there are a few gotchas that you need to watch out for.
In some of these occasions all SharePoint WFEs will have their application pools restarted.

1) Try to avoid -Force

Use the Force switch only for fixing broken deployments of SharePoint Packages. Not only it makes
SharePoint stop affected Application Pools but also it prevents you from seeing errors should there be
any.

2) Retracting packages

There is a recycle on the Application Pool, Why don’t you do this at 04:00AM. On Each front-end Web
server, the following occurs:

e Microsoft Internet Information Services (l1S) is disabled.
e Files are removed from the system.
e |ISis re-enabled and Windows SharePoint Services is reloaded when a user browses to a page.

3) Scope your solution
When a solution is deployed globally, all SharePoint application pools, including Central
Administration’s, are recycled automatically. This can be good and bad. This is good because any GAC

installed DLL that has been upgraded needs to be reloaded. This can be bad though with regards to the
availability of your entire SharePoint Farm.

4) Recycle

Set the ResetWebServerModeOnUpgrade attribute to Recycle. You have to do this explicitly in the
SharePoint Package configuration. Without it, the setting will default to the StartStop.

5) Good resource

Who wrote my solution? Anybody who | can fully trust? Does he write great code? Does he an IISReset
in his code?



6) Reduce the amount

Do not create a WSP for layout Pages, CSS. Try to minimize the amount of solutions. ‘Aspx’ files, DLL and
controls are going to the application domain and these files have to be compiled. Layouts, CSS,
resources not!

7) Time limit

Schedule retracting of SharePoint Packages when there is the least traffic on your Web Applications as it
always stops affected Application Pools.

8) Hardware and software boundary limits

On many TechNet articles you can see that per Application Pool you need 2GB of RAM. A simple calculus
could be for 40 Application Pools => 80GB or RAM. This is not true! Try to respect the 12 Application
Pools per server and be generous with the RAM (depending your hardware).

9) Separated Application Pools

Many websites can be hosted on one Application Pool, but Many Application Pools cannot be used by a
Web Application. So the question can be how can | manage my Web Applications while keeping in mind
the 12 Web Application Pools Limit? Well, all the Application Pools should be together by usage or
anything else and divided by authentication model (claims, anonymous ...)

10) Avoid creating a lot of global SharePoint Packages

Avoid creating a lot of global SharePoint Packages and try instead to provision as much as you can to
specific Web Applications. Every time you touch a global SharePoint Package all Applications Pools will
be stopped/recycled.



According to Microsoftbe

After several days of discussion with @MicrosoftBe and several tests on our Dev machines, here
are the results of our tests on the behavior of pools Application. A special thanks for my colleague and

Solution Architect @ Tomvanrousselt for that!
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Please hit ME or the image to download the Excel Sheet!

The deployment process is a black box

According to @Microsoftbe: (Note these remarks are valid for globally deployed solutions as

deployments targeted towards particular applications should not have any impact on other web

applications: http://msdn.microsoft.com/en-us/library/ms412929(v=office.14).aspx )

1.

If you retract/deploy the solution which marked as “DeploymentServerType = ApplicationServer”
then the application will never stopped or recycle.

If you retract the solution which marked as “DeploymentServerType = WebFrontEnd” from
SharePoint then SharePoint will first stop all the application pools and then start then one by
one

If we upgrade the solution which marked as “DeploymentServerType = WebFrontEnd” from
SharePoint then SharePoint will first stop all the application pool and then start then one
by one

If we deploy the solution to SharePoint with -force then SharePoint then SharePoint will first
stop all the application pool and then start then one by one

If we deploy the solution to SharePoint without —force (or in the central admin) then SharePoint
will recycle the application at the end of the progress

If we deploy the solution to SharePoint without —force (or in the central admin) and
“ResetWebServer = false” then SharePoint will not recycle the application pool any more.
But to make your new solution works you need to recycle the application pool manually.

Then in your scenario if you want to reduce the downtime please do the following:


http://www.vrconsultancy.be/
https://skydrive.live.com/?cid=8bade2d533c897eb&id=8BADE2D533C897EB%213609&action=Share#!/view.aspx?cid=8BADE2D533C897EB&resid=8BADE2D533C897EB%213609&app=Excel
http://msdn.microsoft.com/en-us/library/ms412929(v=office.14).aspx
https://skydrive.live.com/?cid=8bade2d533c897eb&id=8BADE2D533C897EB!3609&action=Share#!/view.aspx?cid=8BADE2D533C897EB&resid=8BADE2D533C897EB%213609&app=Excel

1. Make sure you are using the right “DeploymentServerType” value to avoid the unnecessary
restart on the application server

2. Avoid to retract/upgrade the solution with “DeploymentServerType = WebFrontEnd” in the
business time. As this scenario which stops all the application pool and start them again

3. Deploy the solution without —force (or in the central admin) SharePoint will recycle them rather
than stop and start them again

4. Deploy the solution without —force and “ResetWebServer = false” in the solution manifest file will
make the application pool with no recycle. But you need to recycle the application by yourself
accordingly. Be sure that this has to be done manually, because Visual Studio creates for you the
Manifest file.

Conclusion

The deployment process on each front-end Web server involves copying files into system directories,
installing features, and adding assembly DLLs to the GAC. Furthermore, SharePoint always runs a
command to restart all the IIS worker processes that might be affected by the new components that
have just been installed. For this reason, in production environments you should deploy solution
packages during off hours with the provided gotchas when the fewest number of users are using the
system.

References and Additional Info
e Optimizing the process of deploying SharePoint Packages to minimize the impact on farm’s

availability
e The Zero Downtime SharePoint Patching Myth

¢ How we deployed SharePoint WSP Solutions without downtime



http://blog.mastykarz.nl/optimizing-deploying-sharepoint-packages-minimize-impact-farm-availability/
http://blog.mastykarz.nl/optimizing-deploying-sharepoint-packages-minimize-impact-farm-availability/
http://blogs.msdn.com/b/toddca/archive/2008/08/02/the-zero-downtime-sharepoint-patching-myth.aspx
http://blog.ithinksharepoint.com/2012/07/16/deploying-sharepoint-wsp-solutions-without-downtime/

SkyDrive Pro is not supported with SharePoint 2010

A new amazing feature on SharePoint 2013 is SkyDrive Pro. SkyDrive Pro is a personal file storage and
synchronization service for business use. Users store, access, and synchronize their files in SharePoint
Online or SharePoint Server 2013 with their client workstation.
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When you work like me at a corporate who still uses a SharePoint 2010 platform and try to use
SharePoint Pro you will notice that a recent update to SkyDrive Pro breaks compatibility with SharePoint
2010 and you get really mad.

We already rolled-out the Office 2013 with SkyDrive 2013, but however the Platform is still SharePoint
2010. This is the error that you will receive when trying to sync a document library to SkyDrive Pro.


http://gokanx.wordpress.com/2013/10/17/skydrive-pro-is-not-supported-with-sharepoint-2010/

@ Sorry, we can't sync this library because it's hosted on a SharePoint 2010

server, For more information, please get in touch with your help desk,

Sorry, we can't sync this library because it's hosted on a SharePoint 2010
server. For more information, please get in touch with your helpdesk.

You can uninstall the Knowledge Base (KB2825633) but this will not help. Please refer to this link to see
all kind of information: http://support.microsoft.com/kb/2825633

Actually, SkyDrive Pro is not supported with SharePoint 2010. Users complaining about the
incapability errors should ask to the Administrator to install SharePoint Workspace if they’re looking for
offline sync capabilities with SharePoint 2010.

For more information you can always check here:

e http://office.microsoft.com/en-us/sharepoint-workspace/sync-with-skydrive-pro-or-sharepoint-
workspace-HA104048828.aspx
[UPDATE 1]
Some community member’s feedback that they resolved this issue by uninstalling all instances of
KB2825633, KB2817622 (and possibly KB2817469).
But this is not the long-term solution.
[/UPDATE 1]
[UPDATE 2]
However, an alternative workaround to connect SkyDrive Pro client to SharePoint 2010 library.
e Workaround 1: Install the previous version of SkyDrive Pro (Stand-alone version), the version number
is: 15.0.4505.1007.
e Workaround 2: Uninstall the KB2825633, KB2817622 (and possibly KB2817469).
The latest version of SkyDrive Pro client will check if the library is the SharePoint 2013 library. If not, it
will pop up the error message about the sever version is incorrect and stop processing the next step. If
we can pass-by the version checking, it can continue syncing the SharePoint 2010 library. (We cannot
ensure the alternative workarounds can work on all scenarios)
[/UPDATE 2]



http://support.microsoft.com/kb/2825633
http://office.microsoft.com/en-us/sharepoint-workspace/sync-with-skydrive-pro-or-sharepoint-workspace-HA104048828.aspx
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Benefits of using SkyDrive Pro

If your still not convinced about SkyDrive Pro, here are some benefits of using SkyDrive Pro:

e Users can take their documents offline with them and have them synchronize when they are online
again.

e Users’ documents can be synchronized across all client devices and servers where the files are stored
and synchronized.

e Multiple users (online or offline) can work on documents at the same time, and the SkyDrive Pro
Windows Sync client will synchronize the changes between the users. If there are conflicts, users are
prompted to resolve the conflicts.

e Users can share and collaborate on documents.

e Users can work from many locations, either online or offline, and work from many devices.

SharePoint Foundation 2013

SkyDrive Pro is not available in the foundation edition of SharePoint 2013. There is no replacement for
SharePoint Workspace if you are on the foundation edition of SharePoint 2013.

SkyDrive Pro Online

Essentially, all Office 365, and stand-alone SharePoint Online plans provide SkyDrive Pro with two
exceptions: Kiosk Plans which provide users with access to site document libraries only (but no personal
SkyDrive Pro site), and external users (who cannot use SkyDrive Pro). Below are tables from the
SharePoint Online Service Description, which note the Office 365 and SharePoint Online plans that
include SkyDrive Pro.

SharePoint Online | SharePoint Online | SharePoint Online + Yammer | SharePoint Online + Yammer

e o NN R

SkyDrive Pro standalone client has been released. You can download it from here.


http://www.microsoft.com/en-us/download/details.aspx?id=39050

How is SkyDrive Pro different from SkyDrive?

Microsoft offers another storage service called SkyDrive. You may already be using SkyDrive to store

documents and other content in the cloud. This service is different from SkyDrive Pro:

SkyDrive is free online personal storage that you get with either a Microsoft account or
Outlook.com. Use SkyDrive to save documents, photos, and other files in the cloud, share them with
friends, and even collaborate on content. You're free to decide how you want to use it.

SkyDrive Pro is online storage intended for business purposes. Your SkyDrive Pro library is managed

by your organization and lets you share and collaborate on work documents with co-workers. Site
collection administrators in your organization control what you can do in the library.

References
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Project Server 2013 - Presentation of the new platform features

The cloud concept came as a strong trend in the new Project Server 2013, and becomes more and more
present in our day life. However, most professionals who work directly with planning and projects
management still have sometimes difficulties to understand the real needs of their organizations.

With Project Server 2013 web version, it is possible to do all the work with all security and convenience;
it allows you to work on project management, portfolio management, and to control and manage tasks
quickly and easily. However, the tool is a new form of communication, which will help your organization
to interact with their users, share tasks, better understand the risks and challenges, define a
methodology to better organize documents and improve your productivity.

This new platform allow you to work easier on project management and portfolio, as it is full web-based
and gives you the opportunity to work locally with Project Professional 2013. So you can monitor
projects at the organizational level, anywhere you are.

Microsoft Reference:

http://technet.microsoft.com/en-en/library/cc303399.aspx

Project Web App 2013
Project Web App 2013 is the Web version of Project 2013.

When you first access a project, you access the home page of PWA - "Project Web Access".


http://technet.microsoft.com/en-en/library/cc303399.aspx
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You will find the following groups:

o (Create or import projects

e Usereports

e Share your site

e Use more features

e Your site. Your brand.

e Add lists, libraries, and other apps

e Projects

e Approvals
o Tasks

e Reports

Create a new project or import an existing project

this group is dedicated to the creation of projects. It is possible, starting from a SharePoint 2013 tasks
list, to develop a new structure. However, all information will be available for viewing and editing
directly in Project Web App (Project Web Access). One of the new feature is the ability to import a
SharePoint site, a list of project activities.
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Create or import
projects.

Use reports

This group is designed to generate graphical reports with project contents, which includes the entire
structure of the site business intelligence and its libraries, data analysis, reports and interactive
dashboards creation.

P
lll

Use reports. Gain
insight.

Share your site

This group is designed to share the site, by defining what users’ needs and optional access to this site,
removing users which should not have access to the project site and adding permissions (Read, Full
Control, etc.) ..

Share your site.




Use more features

This group is designed to share the resources of the project web application. Among them, we can
highlight available reports, business intelligence, resource management, task progress, and timesheets.

More features?

Your site. Your brand.

This group is designed to configure basic PWA site information such as the title, description and icon, so
you can give to your business a fully customized site. Other available parameters are the site address
(URL) and a description to describe the object or purpose of the site.

Your site. Your
brand.

Add lists, libraries, and other apps

This group is designed to create lists and libraries that can be created or customized to organize your
files, access permissions and other resources.

Add lists, libraries,
and other apps.




Projects

This group provides access to a better understanding of project management offices (PMO) by providing
the “famous” Project 2013 central project. The main objective is to enable the visualization of projects
such as the duration, schedule, priority, resource owners (also known as project managers), graphical
indicators and project details.

3]

Projects

Approvals

This group provides access to the approval of tasks assigned to resources (people) who carry out project
activities. You can easily view the completion of the activity and maintain the history of information’s
shared between the project manager and team member.

l’

Approvals: 0 Pending

Tasks

This group is designed to allow resources (people) participating in a project to access their tasks. It is
possible for users to display the entire project activities assigned by your project manager.

Please note that it may notify the execution percentage whether the task was approved or not, informs
the daily working hours in case of need, can also inform of tasks performed overtime and displays all
tasks assigned to the user regardless of the project.

V]

Tasks: 0 New




Reports

This group is one of the most important because it focuses on graphical project reports, which includes
data analysis, reporting or interactive panels.

A

Reports

Microsoft Reference:

http://office.microsoft.com/en-us/microsoft-project-project-and-portfolio-management-
FX103472268.aspx



http://office.microsoft.com/en-us/microsoft-project-project-and-portfolio-management-FX103472268.aspx
http://office.microsoft.com/en-us/microsoft-project-project-and-portfolio-management-FX103472268.aspx

Project Server 2013 - How to install on SharePoint 2013

Overview

Project Server 2013 is a project management solution. SharePoint 2013 provides support for a Project
Server 2013 implementation, with its farm structure and architecture. Project Server 2013 objectives is
portfolio management, project management, resource management and administrative tasks. The
software can be integrated with several programs such as Microsoft Office, SharePoint itself and also
Lync. Thus, this integration allows the use of different resources within the platform.

This article will show you how to install and configure Project Server 2013 for SharePoint 2013, step by
step. In this scenario, SharePoint Server 2013 is already installed and configured

The installation is divided into the following steps:

e Install Project Server 2013,
e Configure Project Server 2013 for SharePoint 2013.

For more information on installing and deploying Project Server 2013:

http://office.microsoft.com/en-us/microsoft-project-project-and-portfolio-management-
FX103472268.aspx

Highlights

Project Server 2013 requires SharePoint Server 2013 to be installed.

The installation should have been done in full mode and the prerequisites should have been correctly
installed.

The user must have administrator rights on the application server and on the SharePoint farm.


http://office.microsoft.com/en-us/microsoft-project-project-and-portfolio-management-FX103472268.aspx
http://office.microsoft.com/en-us/microsoft-project-project-and-portfolio-management-FX103472268.aspx

Install Project Server 2013

Run Project Server 2013 setup file

.- readme 20/05/2012 00:02 Arquivo HTM 1K8
setup 13/12/2011 19:05 Script de Comand... 1KB
% setup.dil 01/10/2012 21:23 Extensio de aplica... 1.036 KB
1) setup 01/10/201221:25  Aplicativo 210K8|
L= splash 29/09/2012 14:01 Arquivo HTA 3IKB
% svrsetup.dil 01/10/2012 21:22 Extensdo de aplica... 9.687 KB

Wait until the program performs checks

Aguarde enquanto a instalacio prepara 0s arquivos necessarios

Enter the product key, wait until it is approved and click on “Continue”



[? Digite a Chave do Produto (Product Key)

Precisa achar a Chave do Produto (Product Key)?

A Chave do Produto (Product Key) tem 25 caracteres e geralmente €
encontrada na embalagem do seu produto. Se vocé ndo conseguir
encontrar a Chave do Produto, clique no link “Saber mais sobre as Chaves
de Produto e visualizar exemplos”,

Saber mais sobre 3s Chaves de Produto ¢ visualizar exemplos

Click on “I accept the terms of this agreement” checkbox; click on “Next”

=/ Leia os Termos de Licenga para Software Microsoft

Para continuar, vocé deve aceitar os termos deste contrato. Caso ndo deseje aceitar os
Termos de Licenga para Software Microsoft, feche esta janela para cancelar a instalagio,

TERMOS DE LICENGA PARA SOFTWARE DA MICROSOFT L)
MICROSOFT PROJECT SERVER 2013 I
A seguir, dois conjuntos separados de termos do Microsoft Project Server
2013. Apenas um conjunto de termos se aplica a vocé. Sua chave de

produto determinara quais termos se aplicam a vocé. Se vocé tiver uma

chave de produto de Avaliagdo, os Termos de Avaliagdo abaixo de

aplicardo a vocé. Se vocé ndo tiver uma Chave de Produto de Avaliagdo,
entdo o Aviso abaixo se aplicard a vocé. OBSERVE que se vocé converter a
versdo de avaliagdo do Microsoft Project Server 2012 para uma licenga
totalmente paga, sua versdo de avaliagdo do Microsoft SharePoint Server
2013 também sera convertida para uma licenga totalmente paga. Nesse
momento, o uso dos dois produtos estara sujeito a Notificagdo aplicavel.
NOTIFICAGAO

O uso deste software esta sujeito aos termos e as condigdes do contrato

de licenga pelo qual vocé adquiriu este software, Por exemplo, se vocé for:

= um cliente de licenciamento oor volume. o uso deste software estard v

[ Aceito os termos deste contrato

The directory where Project Server 2013 will be installed is displayed; click on “Install Now”



Local do Arquivo

% Escolha um local de arquivo

O Microsoft® Project Server 2013 sera instalado no computador. Para instalar esse
produto em outro local, clique em Procurar ¢ selecione o local.

[c\Program Files\Microsoft Office Servers\ | procunar...

Se vocé pretende usar este computador como de pesquisa, 0s arquivos de
indice de pesquisa serdo armazenados no disco rigido local. Esses arquivos podem
ser muito grandes; portanto, verifique se ha espago livre suficiente na unidade
selecionada. Para alterar o local em que o Microsoft® Project Server 2013 armazenara
05 arquivos de indice de pesquisa, clique em Procurar e selecione o local.

[C\Program Files\Microsoft Office Servers\15.0\Data\Office Server\. | Procurar,..

Wait until the installation is complete

!E Progresso da Instalagdo

[—————SSSSESSSSSSSSSSS——— |

Instalando o Microsoft® Project Server 2013...




Configure Project Server 2013

Select “Run Now the SharePoint Products Configuration Wizard”; click on “Close”

g

Microsoft® Project Server 2013

Executar Assistente de Configuracao

Para concluir a configuragdo no seu servidor, execute o Assistente de Configuragdo de

Produtos do SharePoint.

[¥] Execute agora o Assistente de Configuragio de Produtos do SharePoint.

’ Eechar

Click on “Next”



Some services will be restarted during the installation. Click on “Yes”

Os servigos a seguir podem ter sido iniciados ou redefinidos durante a
configuragdo:

Servigos de Informagdes da Internet
Servigo de Administracdo do SharePoint
Servigo de Timer do SharePoint

Escolha sim para reiniciar os servigos, se for necessario, e continuar
com o assistente de configuragdo ou ndo para encerrar o assistente de
configuragdo.

SharePoint 2013 configuration database will be updated during this configuration. The SQL Server name
and SharePoint configuration database name are displayed.



Click on “Next”

The configuration is performed by the wizard.




If no errors occurred, a “Configuration successful” message is displayed.
Click on “Finish”.




Project Server 2013 - How to use Project Web Access with SharePoint
2013

Overview

Project Server 2013 works with SharePoint 2013 to offer collaboration features and more effective
project management. In addition, they provide a portal for managing web projects which will use all
SharePoint 2013 features. This web site is called “Project Web Access”.

Microsoft Reference:
http://technet.microsoft.com/en-us/library/ee662106.aspx

Highlights
e The web application must be created in SharePoint 2013,
e The service related to Project Server must be enabled in SharePoint 2013 services,
e The user must have administrator rights in the central administration and on the SharePoint
server,
e The user must have “Database_Write Database_Reader” permissions.

Web application

To create the “Project Web Access” web application, launch SharePoint 2013 central administration and
click on “Central Administration - Application Management - Web applications”.

- omEm



http://technet.microsoft.com/en-us/library/ee662106.aspx

A best practice is to standardize the application name. In this example, we used the project name.

0 - [ [ —

Enable the Project Application Server service

To enable this service, click on “Central Administration - Manage services on the server”’

- < —_T"; 11
by T
} -
w
" 4

Click on “Enable” in front of the service named “Project Application Server”
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Provisioning Project Web Access

In SharePoint Central Administration click on “Manage Service Application” in the “Application
Management” section

o »
¥ - g »
™
o Ao
: LE

Click on “New - Project Server Service Application”
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The required parameters are the following:

e Project’s name: in this example “projectweb”,
e Pool account’s name: in this example AplicativoPoolProjectWeb,
e Service user’s name.
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In the bottom of the page you can create a proxy for this service application, by clicking on the
corresponding checkbox.

Then click on “OK” to launch the creation.
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Once the creation process is done, check in the service applications list if the service application and its
proxy have been created.
In the screenshot below, the service application named “projectweb” and its proxy are correctly

displayed.

Click on the service application’s name to access Project Server 2013 settings.

Firstly, click on “Create an instance of Project Web App”.



Gerenciar o Project Web Apps

W o e e s o o

Create the Project Web App site under the selected web application to support the web Project Web
Access. The path use the default PWA.

If you are using the Portuguese version choose “PT-BR” as language.

Enter the administrator account name.

The database server and the database name which the web app will be created are displayed; in this
example the database name is “ProjectWebApp”.

Crar instancia do Project Web App

Using the “quota” parameter, you can set the maximum file size to be downloaded in this site.
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In this first step, the status column displays “waiting for resources”.
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Gerenciar o Project Web Apps
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In the next step, the status switches to ‘Creating Project Web Access site’.
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Then, the status switches to ‘Provisioning databases’.
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Gerenciar o Project Web Apps

The next step focuses on the PWA site configuration, the status switches to “Configuration of the new
Project Web App”
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Gerenciar o Project Web Apps
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The main advantage of the “status” column is to monitor the process and also to check the problems
that can occur.

Gerenciar o Project Web Apps
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At the end, open a new tab in the browser and enter the address used (here http://servidor:1223/pwa).
You will access Project Web Access in its 2013 version.


http://servidor:1223/pwa
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Project Server 2013 - Good practice for information retrieval and
troubleshooting

As any tool or system, using Project Server 2013 can be the source of technical problems. However, you
can solve these problems quickly and easily. Although many believe that problems can only occur on
servers and databases, other causes may also have a direct impact on the tool, such as a corrupt field, a
view that cannot load projects, integration with other solutions that is not functional and other
scenarios.

Maintenance patches and bugs in Project Server 2013 are divided into two groups:

e QOperational,
e Infrastructure (database and application servers).

Operational

As part of the corrective maintenance and operating, Microsoft offers a unique knowledge base treating
serious errors that may occur when running Project Server 2013. These data are stored in the Microsoft
reference material:

http://office.microsoft.com/en-us/help/project-server-2013-known-issues-HA102919020.aspx

This can be used to solve many problems, as additional workflow not working, lookup tables based on
custom fields that cannot be used by the workflows, sync tasks with Outlook Exchange 2010 not
correctly applied, among others. Remember that this reference provides solutions therefore just apply a
patch.

Infrastructure

Maintenance of servers that support Project Server 2013 and its structure is an essential task to
maintain the solution functional. Some of these problems will require to use a Project Server 2013
backup.

The Project Server 2013 database structure is the following:

¥ | J ProjectServer_ContentDB
# | J ProjectWebApp

In the SharePoint Central Administration go to the Backup and Restore section.


http://office.microsoft.com/en-us/help/project-server-2013-known-issues-HA102919020.aspx

SharePoint System Account~ £ 2

o

BROWSE  PAGE < SHARE
Central Administration [ ] ; )
=1}
Application B Yperform abackup | Restore from a backup J Configure backup settings
Management View backup and restore history = Check backup and restore job status

System Settings R -

‘@‘ Granular Backup

f . . .
Perform a site collection backup Exporta site or list
Recover data from an unattached content database

Check granular backup job status

Monitaring
Backup and Restore
Security

Upgrade and Migration

Then select the directory where the backup was performed and restore it. It is a good practice to
generate initially a full backup.
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Microsoft Reference: http://technet.microsoft.com/en-us/library/fp161227.aspx

The backup can also be performed only on Project Server 2013 settings using alternative tools like
Playbooks, available in Project Resource Kit.


http://technet.microsoft.com/en-us/library/fp161227.aspx

E’ Playbooks - Project Server Settings Backup/Restore

Fle
‘Backup Restoee |

File Name: | Open File

Destination Server.  [hitp://serv
Description: -

Settings: =) [v] Setver Setlings
=[] Opetational Policies
Addtional Server Settings
Alerts and Remindess
Sesver-Side Event Handler Configuration
Active Drectory Resowce Pool Syncheonization
Project Workspace Provisioning Settings
Project Skes
= Tine and Task Management
Timesheet Periods
Timesheet Settings and Defaults
Administrative Time
Task Settings and Display
Fiscal Periods
= [v] Cube
[] OLAP Database Analysis
= [¥] Look and Feel
Quick Launch
[V] Views
Gantt Chart Formats
Grouping Formats
= [V] Enterprise Data
Custom Fields and Lookup Tables
Enterprise Global
Enterprise Calendars
[v] Resource Center
= [v] Secuity
Groups
Categones
Secuity Templates
Project Web Access Permissions
= [¥] Workflow
Enterprise Project Types
Workflow Phases
Workflow Stages
[¥] Project Detail Pages
Workflow Proxy User

Stategy: " Metge
' Replace (where possible)

Restore

Microsoft Reference:
http://www.microsoft.com/en-us/download/details.aspx?id=30435

http://technet.microsoft.com/en-us/library/jj993260.aspx



http://www.microsoft.com/en-us/download/details.aspx?id=30435
http://technet.microsoft.com/en-us/library/jj993260.aspx

Project Server 2013 - Overview of server settings

Overview

In addition to the layout, which has been updated to improve access to Project Server 2013 parameters,
server settings related to the structure and groups of commands/options are more convenient and easy
to use.

The main objective is to have a space dedicated for Microsoft Project Server management, both within
the company infrastructure or even in the cloud, as this place is completely separated from SharePoint
2013.

The objective is to help administrators to better manage resources, find administrative options, improve
security and access to correct problems more efficiently and especially to manage all basic operations
and security policies.

Some options are:

e Control licenses used by Project Professional and Project Server 2013,
e Company parameters, for example: registration of users calendars,

e Manage capacity and resource planning,

e More information on the Exchange Server services,

e Define the type of tasks to be used by the organization.

Project Server 2013 Settings allows the user to customize and configure all projects, by modifying:

o Title,

e Views,

e Filters,

e Security,

e Workflow,
e Site Template.

Microsoft Reference: http://technet.microsoft.com/en-us/library/gg982980.aspx



http://technet.microsoft.com/en-us/library/gg982980.aspx

Project Server settings
1 - To access the settings, click on “Settings - Project Web App”
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Home

Get Started with Project Web App
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2 - The settings page displays the available structure

Pt Wot Apw
E_ Project Server Settings for : https://h.sharepoint.com/sites/pwa
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Personal Settings

My Queued jobs: This option allows you to view tasks in the queue. When project information and
timesheets are published in Microsoft Office Project Server 2013, they are executed by the Project
Server queue. You can change the way the events are expected to be queued, see the jobs in the queue
and restart the specific jobs in the queue.
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Enterprise Data

Enterprise Custom Fields and Lookup Tables: This option is used to create, edit, view and delete custom
fields in Project Server 2013. Depending on the structure that was created, fields can be displayed both
in the web and in the Project Professional environment. You can work with fields of design, tasks and
resources type, the choice should be made depending of business needs.

Enterprise Calendars: These calendars display holidays, events, and schedule. You can work with
multiple calendars but remember that your goal is to provide flexibility for the project and resource
management.

Resource Center: Centralizes all company resources, as people, material and costs. Another interesting
point is the ability to easily view the availability, work hours, as well as resources that were synchronized
with Active Directory.



Queue and Database Administration

Manage Queue Jobs: Imagine that several processes can be centralized and managed in a very simple
way. This option provides a range of options for managing all activities that occur on the Project Server
2013 server, as publications, errors, activities status and other operations that ease solution
management.

Delete Enterprise Objects: This option allows you to remove an object from the server, as timing,
resources, calendar templates and more. When an object is deleted, the associated database is
removed, so if you want to cancel this operation, you should do that using a backup.

Force Check-in Enterprise Objects: Why should you use the checking and checkout functionality? If a
problem occurs the object may be stuck in the queue, and with this option you can solve these
problems. Select the program that causes the problem and perform the check-in.

Look and Feel

Manage Views: Views are one of the most important part of Project Server, they are available in
portfolio analysis, individual analysis, analysis, resource management, task management, department
divisions, and of course in company’s PMO life.

Grouping Formats: Clusters unify the available information, for example if IT and new users are
registered in a book they can organize the data in a simple way.

Gantt chart Formats: Formats are resources that can be used to customize the Gantt Project Web
Access, as you can show or hide baselines, define color models and more. Remember that this feature
has its limitations (due to Project Professional 2013) and some features may not work in the Web
environment, but only in the desktop version.

Quick Launch: You can modify here links in the PWA. This is the main portal that links risk, portfolio, and
project and resource center. Remember that it is only possible to set native Project Server links, in case
of files and documents you should use SharePoint parameters.

Time and Task Management

Fiscal Periods: Exercises are an important requirement when you have to set exercises in an
organization, where you can define fiscal periods. Operations such as creating, modifying, editing and
deleting can also be performed using this option. Once the period is changed, end dates of each fiscal
period are automatically modified.

Time Reporting Period: You can set here start and end dates to reports via tasks status and time sheets.
You can create different reporting, add or delete periods among other actions.
Line Classifications: The line classifications method aims to enable duplication of timesheet lines.

Timesheet Settings and Defaults: You can define here timesheets parameters and their default values
that are commonly used in the PWA timesheet. You can create and define the timesheets to be used in
the control units (days and weeks) definition and set report time limits that includes the maximum and



minimum time that must be followed. Timesheet policies are also an interesting way to help your
company will faithfully regulatory or accounting requirements.

Administration Time: This option should be used when there is a need for a company to control time
exceptions. Other important information are available, such as the status (open or closed), the type of
work (useful or off), the approval method, it also shows some ways for the manager to approve working
time for resources which were sent.

Task Settings and Display: You can specify the progress method (percentage of work completed, the
work actually performed and the remaining duration), tasks progress (percentage of work completed,
actual work completed and remaining duration). In addition, the report view shows how resources will
report their work hours (daily or weekly).

Manage timesheets: This option is a way to determine how managers will control the amount of time
that your project team will include in the tasks.

Timesheets Managers: One new feature in timesheets management is the support of uncontrolled hours
and a better control of the users present in the PWA structure. These improvements directly affect
administrators and developers because it provides the ability to support work hours that are not related
to a specific project, but tasks that must be stored and managed.

Operational policies

Additional Server Settings: You can set company options as master projects that may or may not be
registered on the server, if it is allowed to use the local calendar or company schedule, define the
default currency (BRL in Brazil), if projects can be published using other formats or if they require the
one defined on the server, weekdays resources, task synchronization with Exchange Server and work
mode that will be automatic or manual.

Active Directory Resource Pool Synchronization: It is possible to put the corporate address book and
structure in Project Server 2013. By default, this catalog is linked to a group that usually contains people
names and the department in which they work. A tip when working with these names is to call them
information resources.

Connected SharePoint Sites: You can see here SharePoint sites that are integrated into the PWA
structure, as sites.



Workflow and Project Details Pages

Enterprise Project Types: A good way to separate different types of projects in an organization is to use
a workflow with phases and steps. With this option you can create forms for proposals that will be
available on the New Project Center button.

Workflow Phases: The workflow phases are required to inform that a step has been completed, it
gathers information through the ability to create projects that have been selected or present a plan for
how they will perform tasks.

Workflow Stages: With workflow stages, you can have more details of each workflow step (full, Build,
Manage, plan and Select). It is also possible to organize information in phases by adding or removing
items that are not used in the structure or workflow. Remember that in every detail you can get various
data such as description, design details, page views, fields that have been developed and which may or
may not be required, authorization level (Read Only, reading and writing, binding, etc).

Change or Restart Workflows: Using this option you can select a particular stage to which you want to
restart your workflow. You can also select multiple projects and some other options.

Project Detail Pages: You can set here project’s data which can be viewed or modified in PWA (Project
Web App). Options are related to design details, analysis, proposal start and end dates, proposal status,
proposal summary, timing and strategic impacts.
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